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ABSTRACT

Small organizations are growing rapidly with the current economy with each of them wanting to
achieve high profits and minimize of their cost of expenditure. The growing digital error has seen
each small organization having to adopt the use of technology in order to perform their
operations efficiently. Every small organization faces the challenge of bandwidth management
since most of them are focus mostly on the operations that seem to give quick returns. Most of
the small organizations spend a lot of funds on purchasing bandwidth not knowing that
bandwidth however much they purchase bandwidth it can never be enough until it is managed.
Bandwidth management reduces the cost incurred by small organizations in purchasing
bandwidth.

In this project, we address the problem of bandwidth management in small organizations and
propose efficient economic-based solution in order to deal with these issues at different
bandwidth management levels, and hence enhance the QoS support the small organizations’
network. Specifically, we propose pfsense firewall to be used for bandwidth management in a
small organization environment. The firewall is configured to support multiple classes of traffic
with different users having different QoS requirements, maximize speed of traffic of some
services with reserved bandwidth in some queues, support inter- and intra-class fairness, prevent
network congestion and maximize the network operator’s revenues. The framework consists of
three related components, namely packet scheduling, bandwidth allocation and limiting. On
implementing this project, CBQ scheduling method was able to be used, limiting of bandwidth to
specific queues, blocking of some services from some queues like Facebook in the transport and
customer care department. Captive portal was configured and we were able to authenticate users
in the network and reject the ones that didn’t have an account in the Radius server. Ntopng
packet was installed and it helped in accounting for bandwidth usage by different departments of
the organization with details of why and what is using the bandwidth. By efficiently managing
the network’s bandwidth prior to users’ admission (i.e., pre-admission bandwidth management)
and during the users’ connections (i.e., post-admission bandwidth management), these schemes

are shown to achieve the design goals of our project.
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CHAPTER 1

INTRODUCTION

1.1 Background Information
According to World Bank standards small organizations are defined as those organizations with

at least 10 number of employees and at most 50 employees. (Ayyagari, M. et al. 2015)

The concept of SMEs varies from one country to another depending on the indicators used
(Visser, 1997).The first criteria, based on the number of employees, defines SMEs as those
enterprises below a certain number of workers (i.e. can range from more than 10 to | less than 50
employees).The second criterion defines the SMEs as the degree of legal formality, and has been
used to distinguish between the formal and informal sectors. The third criterion defines SMEs as

based on the limited amounts of capital and skills per worker, (Ong’olo & Awino, 2013).

The Internet has revolutionized the way the world does business on both a local and global level.
From recruiting employees to gathering data on the competition, the ways businesses utilize the
Internet are numerous, as are the benefits of the Internet to the business community. While
computers have been blamed for decreased activity and interaction in the local community, the
Internet has been credited with providing a window into the global world. It allows anyone with
a computer to think globally and has allowed the business world to forge international
relationships with new vendors (to lower costs) and new customers (to increase sales) (Bryant,
2016).

100 years ago it might have taken over a month to get a letter to a friend in another country.
Today, communication is as easy as a mouse click, and much cheaper too. Anyone in the world
can communicate with another person through text messages, emails, and even live video. For
business, this means higher efficiency and quicker processing of sales. Perhaps the most obvious
benefit of the Internet is cost savings. Information at faster speeds saves time, which either saves
or makes money. Many functions in the business process, i.e. bookkeeper, have been automated,

which has helped to streamline processes and reduce the cost of labor, (Bryant, 2016).

A great small business high speed internet solution provides the perfect platform for your
company's telecommunications. Businesses of all sizes are increasingly turning to hosted VolP

phone systems to take advantage of their many features and low costs. With dependable high
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upload and download speeds, call quality matches or exceeds that of traditional copper wire
phone systems, plus you can make use of great features like audio conferencing, automated call
routing, and seamless mobile integration. You'll wonder how you ever got along without the
benefits of a great hosted phone system. (Lahrssen, 2014)

Small organizations are under pressure to provide their staff with reliable Internet access. As
Internet connectivity is increasingly becoming a strategic resource for organizations, a robust
small organizations’ network with good connectivity to the Internet is no longer a luxury to a
small organization in actual fact, it is now a basic necessity. Internet connectivity is critical for
any small organization achieve the core objectives of the business. Internet connectivity provides
a gateway to vast amounts of information from the information highway and thus provides
support and enhances good association between an organization and their clients as well as
organization with other organizations. Under a normal circumstance an organization sets aside a
significant fraction of its budgets towards increasing its bandwidth and upgrading its network.
Despite considerable investment in bandwidth, an organization will still find itself not having a
reliable, usable Internet access for their staff. (Chitanana, 2012)

The demand for bandwidth within organizations is constantly rising and the overall bandwidth
usage continues its upward trend. This demand is caused by, among other things, communication
which has rose to be very depended on the internet, the increased use of electronic resources for
business deals including video conferencing, and the spread of desktop applications that can use

practically any amount of bandwidth given to them. (Chitanana, 2012)

Organization’s internet is supposed to be available during all the working hours of the day. To
maximize the usage of the network connection services its use must be managed and monitored.
There are a vast number of network monitoring, capturing and analysis tools available but before
using any of them it is a good idea to pause and decide when and how to apply them.

Since bandwidth is a strategic resource, the efficient usage and management of such a resource
should always be a priority. Without bandwidth management, mission critical applications would
be starved of bandwidth, disrupting services that impact the operational activities of
organizations. As such, this project is meant to illuminate the bandwidth management strategy

that organizations should employ. (Chitanana, 2012)
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Internet usage is now ubiquitous in every modern business. When employed properly it can be an
extremely efficient and highly effective productivity enhancer. With the Internet, employees can
keep tabs on critical changes, perform research and any number of business tasks. Email, another
aspect of the Internet, allows for near instantaneous communication of business data. If either is
unavailable, even for short periods of time, you can almost hear the grinding of gears as the
entire enterprise comes to a halt. System failure is not the only potential problem however,
unscrupulous or apathetic employees who choose to forget what the Internet and email are there
for, can be just as damaging. (GFI Software, 2011).

Whether your business is a hotel, restaurant, sports arena, transportation hub or the like,
operators are facing unprecedented demand on bandwidth. With many users carrying multiple
Wi-Fi-enabled devices and expecting Internet access for each one, it becomes crucial to manage
bandwidth properly. Bandwidth management allows you to control the amount of bandwidth
available to your patrons. Used correctly, bandwidth management ensures that each user receives
a fair share of bandwidth. (Nomadix, Inc. 2016)

Bandwidth management is the process of measuring and controlling the communications (traffic,
packets) on a network link, to avoid filling the link to capacity or overfilling the link, which
would result in network congestion and poor performance of the network. Among other
techniques like quality of service (QoS) bandwidth management is used to prioritize network
traffic. (Kithinji, 2016)

Bandwidth Management relies on user-defined bandwidth classes and policy rules to manage the
available bandwidth coming into or out of the ProxySG appliance. There are four characteristics
of bandwidth classes - minimum bandwidth, maximum bandwidth, priority, and parent
designation (used to configure class hierarchies). Minimum bandwidth works by guaranteeing a
predefined amount of bandwidth (if available on the network) to the class. Similarly, maximum
bandwidth limits the amount of bandwidth that a particular class may use. Classes can also be
prioritized so that certain traffic receives bandwidth before others. To implement minimums or
prioritization, a class hierarchy must be created with a maximum bandwidth allocation. This
allows the appliance to determine how much bandwidth is “too much” for a low or medium
priority bandwidth class. Creating class hierarchies provides the most flexibility for Bandwidth

Management. Class hierarchies allow administrators to apply classes at a granular level, taking
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various criteria into consideration to determine the final bandwidth allocation allowed. To
determine which class to assign to a particular connection, the ProxySG appliance evaluates the
configured policy to determine if any of the connection attributes match the policy rules assigned
to bandwidth classes. (Blue Coat, Inc. 2007)

For instance an administrator managing a branch office wants to ensure that no more than half of
the total bandwidth available is used for HTTP or FTP traffic to guarantee that other business
critical applications continue to function. However, when the CEO visits this branch office, she
should have priority over other employees when using this allocated bandwidth. To accomplish
this, the administrator creates a bandwidth class Branch Office and configures the maximum
bandwidth to an amount equal to half of the total available bandwidth. Creates a policy rule for
the Branch Office class, assigning all HTTP and FTP traffic to this bandwidth class. Creates two
additional bandwidth classes Employees and CEO and sets the appropriate priorities. Creates
policy rules identifying the CEO and “everyone else”; these rules assign such traffic to either the
Employees or CEO bandwidth class. Makes the Branch Office class the parent class of both the
Employees and CEO classes. The administrator now has a bandwidth hierarchy. Bandwidth is
limited by the configuration of the parent class, and the two child classes are prioritized to
determine how they share any unused bandwidth. Because no minimums have been set, the
highest priority class has the first opportunity to use all of the available bandwidth; whatever is
left then goes to the next priority class. The following figure gives a simple view of the

classification of bandwidth in a branch of an organization. (Blue Coat, Inc. 2007)
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BRANCH OFFICE
TOTAL BANDWIDTH

1.5MB
BRANCH OFFICE
HTTP/FTP
MAX=750KB
CEO
EMPLOYEES
PRIORITY=1
PRIORITY=0

Figure 1: Sample classification of bandwidth in a branch of an organization.

Source: author’s conception

1.2 Problem Statement

Employees in small organizations in most cases experience slow internet connection while
performing their duties at work and a limited access to the wireless network while roaming
around the organization’s premises. This annoys the staff since they cannot rely on internet (as a
resource) provided by the organization to perform their duties and other work related research.

This is caused by uncontrolled access to the network and poorly managed bandwidth.

Providing a big pipe or larger bandwidth to the internet does not solve the issue of traffic and
network performance on users or application used in the network. Nowadays, internet misuse in
the workplace is increasing at a high risk. It has become one of the major problems in an

organization.

The largely unrestricted access exposes the organization’s Internet connectivity to bandwidth-
hogging applications such as Internet gaming, peer-to-peer (P2P) file sharing and media
streaming. Audio and video streaming applications embedded in Web sites like YouTube have

grown in popularity among members of staff. Although organizations may increase their Internet
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capacity by purchasing additional bandwidth from one or more Internet Service Providers (ISPs),
it is very expensive to do so because the price of bandwidth in Kenya is still exorbitantly high.
No matter how much more bandwidth is bought, a point will be reached when one can no longer
buy more bandwidth and therefore the need to look to bandwidth management is necessary.
Furthermore, increasing Internet capacity cannot be done affordably considering the rate at

which unmanaged applications consume it.

It is due to these problems that we propose that the small organizations implement the use of

pfsense firewall to manage their bandwidth and control network activities

1.3 Objectives
The main objective of this project is to implement a system that would help in managing

bandwidth in small organizations.

1.3.1 Specific objectives
I.  To prevent unauthorized access to the organizations’ network or bandwidth
ii.  To prevent unauthorized use of organization’s bandwidth by authorized users

iili.  Toaccount for bandwidth usage in the organization.

1.4 Research questions
i.  How do small organizations prevent unauthorized access to the organizations’ network or
bandwidth?
ii.  What do small organizations do to prevent unauthorized use of organization’s bandwidth
by authorized users?

iii. Do small organizations account for their bandwidth usage?

1.5 Justification of the project
The need for this project is driven by various challenges faced by small organizations due to

unauthorized access to the network, inappropriate use of existing bandwidth and absence of
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bandwidth management strategies. That has promoted bandwidth wastage on unwanted traffic

such as music and movie download by some users.

This project is designed to make sure that the available Internet facility is effectively and
optimally used to support the core business of an organization that is, maximizing profit while

minimizing expenditure.

1.6 Assumptions of the project
The subject organization has more than 10 employees and less than 50 employees

The organization is running on 10Mbps

The subject organization is running the following services DNS server, web server and mail

Server.

The subject organization exercise bring your own device policy.

1.7 Limitations of the project
Time: The time allocated for the project to be undertaken was not sufficient to cover
exhaustively all aspects related to the project. However we were able to overcome this by
doing intensive research and using the help of our able supervisor.

Funds: The research was basically financed through personal resources which were scarce.
This was overcome by utilizing the easily available resources like computer labs and the

university library.
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CHAPTER 2

LITERATURE REVIEW

2.1 Introduction

Bandwidth management is a process helps an administrator in an organization to allocate
bandwidth resources to critical applications on a network. By doing this helps in preventing
some applications or users from taking control of all available bandwidth and prevent other
applications or users from using the network. Network traffics that comprises in the network
applications layer is impossible to differentiate its type among all network traffic. Thus it is also
impossible to control which users or applications have priority on the network. Applications can
also require a specific quantity and Quality of service (QoS) that cannot be predicted in real time
available bandwidth on a network. This can make some applications run poorly if bandwidth is

not properly allocated to them when necessary (Kassim, et al 2012).

Bandwidth management is about ensuring the best possible user experience end-to-end for all
voice and video endpoints, clients, and applications in the Collaboration solution. (Cisco
Systems, Inc. 2015)

There is an increasingly larger number of businesses that monitor what their employees do on the
Internet in the workplace, with studies revealing that about half of all corporations routinely use
various methods from email monitoring and website blocking to phone tapping and GPS
tracking, combined with policy to manage productivity and minimize litigation, security, and
other risks. Whether or not employers should engage in this practice or not often leads to a
serious and spirited debate that puts an individual’s right to privacy vs. the organization’s right to

security at the center of the controversy (GFI Software, 2011).

Bandwidth management is a general term given to a collection of tools and techniques that an
organization can use to reduce demand on critical segments of networks. Often bandwidth
management may be applied on the WAN segment that connects the organization to the greater
internet. It may be applied on critical internal segments.

Most routers provide only best effort services and packets are treated in first in first out manner.
Traditionally routers treat all the packets without any guarantees in a best effort model. In this
model the router delivers packets without nay performance guarantees. On a shared network link,
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this model allows users to transmit packets through the network without any limitations. This
means that the performance of a network relies not only on the capacity of the link, but also on
the amount of traffic each user puts into the network link. This means a single user running
bandwidth intensive applications can consume a large portion of bandwidth, thus starving other
users (Snehalatha, Julia & Rodrigues, 2013).

2.2 Methods of Bandwidth Management

The bandwidth is always finite and is an important system resource. Cheap and abundant
bandwidth may be available in the future, but at present, we have to manage the bandwidth to
use it efficiency. According to (Li, 1999) the following are some of the methods of bandwidth
management that can be adopted.

2.2.1 Bandwidth allocation and dynamic bandwidth allocation

A system made up of the users as well as the network, has various resources that can
be used to meet service demands. However, in ail realistic systems these resources are limited
and some methods of allocating them is needed when told demand is greater than the resource
limit. Bandwidth allocation is about efficiently allocating the network bandwidth among the
sources. Dynamic bandwidth allocation refers to techniques that allocate bandwidth according to
instantaneous demand. For example, a typical TDM (Time Division Multiplexing) network
would require separate allocation of bandwidth for the voice and data. Dynamic bandwidth
techniques allow data ta burst into the unused voice bandwidth, as it becomes available and force

data to back off as voice connections are activated.

2.2.2 Bandwidth Sharing and Dynamic Bandwidth Sharing
The bandwidth sharing method relies on sharing the link bandwidth among a number of

connections using one of the following methods:

1. Fair bandwidth sharing is based on sharing the link bandwidth among the different
connections.

2. Bandwidth scheduling assigns a limited amount of bandwidth to a number of connections
according to specific scheduling time dots.

Dynamic bandwidth sharing methods which rely on increased sharing of resources would yield

better utilization of the network bandwidth. The burst nature of data traffic could be exploited by
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allowing some users to consume the bandwidth during other users' ide

periods.

2.2.3 Bandwidth borrowing

If the whole bandwidth is assigned to all class of packets, each class is allocated a
percentage of the bandwidth. When that limit is reached, normally no more traffic from
that class can be forwarded. However, if the network link is not being fully used, a class
can borrow bandwidth temporarily from its neighbor class, and send traffic at a
percentage that exceeds its allocation. The configuration of a class defines the maximum
percentage of bandwidth, including that borrowed, that can be used by a class at any time.
Spare bandwidth is allocated temporarily to classes having the highest priority. The
proportion of the spare bandwidth given to a class depends on the percentage of

bandwidth configured for the class.

2.2.4 Bandwidth Reservation

Bandwidth reservation means that a request is made to the network to allocate a specific
amount of bandwidth for data flow. It allows applications to reserve bandwidth and QoS
along the data path. Many new content-rich applications, such as video conferencing,
interactive multimedia video games or training programs, need stable, predictable QoS in
terms of bandwidth and delay in order to function well. Bandwidth reservation protocol is
based on the standard network control protocol RSVP (Reservation Protocol) which allows
internet/intranet  applications to reserve special QoS for their data. RSVP
was proposed by the Internet Engineering Task Force (IETF), and is emerging as a
standard protocol for bandwidth management. It is a component of the future Integrated
Services (IntServ) in the Internet. When an RSVP-enabled multimedia application
receives data for which it needs a certain QoS, it sends an RSVP request back along the
data path, to the sending application. At each stage along the route, the QoS is negotiated
with the routers or other network components. Non-RSVP network equipment simply
ignores RSVP traffic and takes no part in the negotiation.
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2.2.5 Preventing Bandwidth Starvation

Bandwidth can be controlled by simple mechanisms such as guarantees and limits.
However, priorities provide the most powerful and flexible method to dynamically
allocate limited bandwidth. The objective of priorities is to grant preferential privileges to
one class of traffic over another. For example, a network manager could grant a higher
bandwidth priority for Web traffic than SMTP traffic.
There are two types of bandwidth priorities: absolute and weighted. Absolute priority
means to assign a priority level to each class of traffic. For example, if there are seven
priority level available for Internet traffic, Web traffic may be given a priority of 7, and
SMTP traffic assigned a priority of 6.Absolute priority is inefficient because it operates
on an all or-nothing basis. When the tine is oversubscribed, all higher priority traffic gets
through before any lower priority traffic receives bandwidth. As a result, heavy Web
usage may deny bandwidth to all SMTP connections. This situation is defined as
bandwidth starvation. In order to avoid bandwidth starvation, we have to use weighted
priority. Weighted priority allocates available bandwidth based on relative merit or
importance. When using weighted priorities, each class of traffic is given a weight that is
relative to all other weights defined in the management policy. The weights define the
basis upon which traffic competes for available bandwidth. For example, Web traffic can
be assigned a weighted priority of 60, and SMTP traffic can be given a weight of 20.
When bandwidth resources are oversubscribed, the ratio of Web traffic to SMTP traffic is
accurately maintained at a 60:20 ratio. Weighted priority provides the only mean to

prioritize traffic and prevent starvation.

2.2.6 Bandwidth pricing and Dynamic Bandwidth pricing

The bandwidth allocated to a user is considered to be a commodity, which is sold by the
network to the user. We view the users as placing a benefit, or willingness-to-pay, on the
bandwidth they are allocated. Given a price per unit of bandwidth, a user's benefit
function completely determines that user's traffic input. Users are assumed to act in their
own best interests and to be capable of responding to changes in the price for bandwidth.
Assigning dynamic priority is difficult. If the real-time applications such as voice and
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video are given priority to ensure timely delivery, then data traffic may suffer higher loss
though it may not be able to tolerate ceil loss as well as voice. On the other hand, if
priority is given to data and a lot of buffering is employed, then real-time applications
may suffer large variable delays. Hence we need a dynamic adaptive inter temporal
priority scheme. The priorities should change to track changes in the network state or in
the application requirements over multiple time periods. Rather than having a
complicated priority scheme, a pricing scheme could be used. The operator would set the
benefit functions for the different applications, and could also set different benefit
functions for applications of the same type. Each application would then input traffic
according to its assigned benefit function and the current state of the network, as reflected

in the prices.

2.3 Bandwidth Management Mechanisms and Techniques

Techniques brought to bear on bandwidth management include: Data compression ,to reduce the
size of the data that must be transmitted ,local caching ,to store frequently used data locally
instead of transmitting it multiple items, bandwidth prioritization ,to allocate bandwidth based on
the importance of the application, distributed content, to move content from a single location to
multiple locations nearer the end users, blocking unauthorized traffic, internet accounting
packages, to track bandwidth usage and charge it back to customers and user education , to
educate users about the consequences of their actions and convince them to be good citizens on
the network(Daneen, 2002).

2.3.1 Queuing and Scheduling Techniques

Scheduling mechanisms employ different actions on data packets in order to provide different
levels of service. These mechanisms are meant to control the transmission of packets and
therefore considered to have a great impact on the quality of service since it determines the
sequence in which packets from different flows are processed. These mechanisms are also used
to ensure that all packets are handled in a fair manner to prevent one user from utilizing more

than his or her share of resources (Snehalatha &Rodrigues, 2013).

2.3.1.1 Firstin First Out (FIFO) Queuing
In this mechanism the first packet in a queue is the first packet to be served. In a FIFO queue

packets are treated the same and if a queue becomes congested incoming packets are dropped.
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The main advantage of FIFO queue is that it is simple and considered a good solution for
software based routers. In case there is no congestion in a FIFO queue, resource allocation in a
network is done fast due to the simplicity of the technique. On the other hand FIFO does not
provide a means of handling packets which are in different categories. In addition queuing delay
increases as congestion increases which affects queued packets .Moreover during network
congestion FIFO benefits non connection oriented flows such as UDP over connection oriented
flows such as TCP. This is because if a TCP packet is lost, TCP understands that the queue is full
and therefore reduces the amount of packets being sent. On the other hand if an UDP packet is
lost, UDP continues to send packets normally. This leads to unfair allocation of network
resources between UDP and TCP flows. FIFO is effective in situations where the number of
packets is less than the capacity of the queue this is because in a case where there are excess
packets these packets are discarded (Dhaini & Assi, 2007)

2.3.1.2 Priority Queuing

In priority queuing, packets are the first assigned to a priority class. Each priority class has its
own queue. The packets in the highest-priority queue are processed first. Packets in the lowest-
priority queue are processed last. None that the system does not stop serving a queue until it is
empty. A priority queue can provide better QoS than the FIFO queue because higher-priority
traffic, such a multimedia, can reach the destination with less delay. However, there is a
potential drawback. If there is a continuous flow in a high priority queue, the packers in the
lower-priority queues will never have a chance to be processed. This is a condition called

starvation (Snehalatha, Angeline & Rodrigues, 2013).

To avoid starvation, (Dhaini & Assi, 2007) propose that the amount of traffic to the high priority
queues should be limited using proper admission control policies. Also priority queuing can be
combined with a rate meter such as leaky bucket to ensure that higher priority queues do not

monopolize the link.

2.3.1.3 Weighted Fair Queuing

In weighted fair queuing, incoming packets are grouped into classes and admitted to different
queues. Then these queues are assigned priority based on their weights, with high weights
corresponding to high priority. Packets are then processed in a round robin manner with the

number of packets selected from each queue based on the corresponding weight.
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Weighted fair queuing is mostly suitable in environments where it is desirable to provide a
constant response time for the demanding users or applications without adding an excessive
bandwidth. Weighted fair queuing implements bitwise fairness, which allows a queue to be
served based on the number of bytes. Weighted fair queuing ensures no traffic is starved off
bandwidth. In this way low-level traffic can smoothly travel through the network. This increases
service efficiency since an equal number of low-level and high level packets are transmitted.
Weighted fair queuing can also automatically adapt to the changing network conditions. The
weights are calculated from IP priority bits where values 0 to 5 are used (6 and 7 are reserved)
and the weighted fair queuing algorithm calculates how many additional services must be
provided for every queue. Weighted fair queuing reduces the round trip delay which makes it
perform better than TCP and in the process reducing congestion and speeding up slow
connections. Weighted fair queuing results in predictable behavior over the entire route while the

response time for each active flow can be reduced by a multiple factor (Kithinji, 2016).

2.3.1.4 Class Based Queuing

CBQ is queuing algorithm that divides a networks connections bandwidth among multiple
queens or classes. A queue may optionally be configured to borrow bandwidth from its parent
queue it the parent is being under-utilized. CBQ arranged in hierarchical manner. A top of
hierarchical is the root queue which defines the total amount of bandwidth available. Child
queues are created under the root queue, each of which can be assigned some portion of the root
queues bandwidth (Snehalatha, Angeline & Rodrigues, 2013).

Class Based Queuing is a scheduling mechanism that can provide link sharing between agencies,
protocol families or service classes. This improves the utilization of dedicated pipes for each
agency because link sharing guarantees that any excess bandwidth resulting from an agency that
is not fully utilizing its share is redistributed to the other agencies (according to a set of
predetermined rule set). With the CBQ's hierarchical link sharing capabilities, each agency can
further share its bandwidth among different kinds of traffic allocating the right share to each one.
This allows unused bandwidth of an agency's class to be distributed first to its sibling classes and
later among other agencies. Classifying a packet is very similar to the problem of determining
the route matching a specific address in a packet. In both cases, fields in the header are used to
look up information in a table/firewall or by looking at a specific mark byte in a packet at the
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firewall level. However, the classification problem is more complex because the patterns upon
which the packet may match a class must be more general and can match any part of the header.
For instance packets may be from one of multiple agencies, requiring the examination of
destination and source addresses, classified on transport or other protocols such as TCP, UDP or
ICMP, or applications such as ftp or telnet, requiring the examination of the port numbers. For
Audio streams we may look even further within the packet to determine the level and "drop
ability" of a packet within a hierarchically encoded stream of voice data. In few cases this packet
matching technique can be external and the CBQ implementation may only schedule packets
(Chereddi, 2009).

2.3.2 Traffic Shaping Techniques

Realistically, spacing between incoming packets has an irregular pattern, which in many cases
causes congestion. The goal of traffic shaping in a communication network is to control access to
available bandwidth to regulate incoming data to avoid congestion, and to control the delay
incurred by packets Turbulent packets at rate A and with irregular arrival patterns are regulated in

a traffic shaper over equal-sized 1/g intervals (SJBIT, 2013).

Traffic shaping is a mechanism to control the amount and the rate of the traffic sent to the
network. Two techniques can shape traffic: leaky bucket and token bucket (Snehalatha, Angeline
& Rodrigues, 2013).

Kashihara & Tsurusawa (2010) observed that traffic shaping can be done at the end systems or in
the network by the switch hardware. At the end of systems can be implemented by the servers
using a leaky bucket (single or dual shaper) consisting of a buffer and rate control mechanism,
shaper delay and delay variation and the shaper buffer size at the server. The rate controller
determines the outgoing data rate which should be consistent with the bandwidth available in the
network. Close loop feedback rate control utilizes feedback obtained from the network to control
traffic rate. The traffic shaper requires a large buffer to accumulate the incoming busty stream.
Traffic shaping controls the data transfer rate. Data transfer rate can be limited to a specific
configured rate or derived rate based on the level of congestion. The rate of transfer depends on
burst size, mean rate and measurement interval. The mean rate is equivalent to burst size divided
by the interval. When traffic shaping is enabled the bit rate of the interface will not exceed the

mean rate at any time. This implies that during every interval a maximum burst size can be
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transmitted. Traffic shaping smooth’s traffic by storing traffic above the configured rate in a
queue. In a shaping scheme when packets arrives the interface for transmission the following
happens; if the queue is empty the arriving packet is processed by the traffic shaper. If possible
the traffic shaper sends the packet. Otherwise the packet is placed in the queue. If the queue is
not empty, the packet is placed in the queue. When there are packets in the queue, the traffic

shaper removes the numbers of packets it can transmit from the queues every time t interval.

2.3.2.1 Leaky-Bucket Traffic Shaping

This algorithm converts any turbulent incoming traffic into a smooth, regular stream of packets.
A leaky-bucket interface is connected between a packet transmitter and the network. No matter
at what rate packets enter the traffic shaper, the outflow is regulated at a constant rate, much like
the flow of water from a leaky bucket. The implementation of a leaky-bucket algorithm is not
difficult. At the heart of this scheme is a finite queue. When a packet arrives, the interface
decides whether that packet should be queued or discarded, depending on the capacity of the
buffer. The number of packets that leave the interface depends on the protocol. The packet
departure rate expresses the specified behavior of traffic and makes the incoming bursts conform
to this behavior. Incoming packets are discarded once the bucket becomes full. This method
directly restricts the maximum size of a burst coming into the system. Packets are transmitted as
either fixed-size packets or variable-size packets. In the fixed-size packet environment, a packet
is transmitted at each clock tick. In the variable-size packet environment, a fixed-sized block of a
packet is transmitted. Thus, this algorithm is used for networks with variable length packets and
also equal-sized packet protocols, such as ATM (SJBIT, 2013).

2.3.2.2 Token Bucket

This technique controls the traffic by the use of tokens. A token is generated at a rate of one toke
every T time units, and then these tokens are stored in token pool of finite size S. In case the
token pool is full, any additional token is discarded. For a packet to be transmitted it must make
use of a token from the token pool. If a packet finds the token pool empty the token can either
wait for anew token to be generated or it is discarded. The token bucket algorithm saves up
tokens during idle times which are used later when there are no tokens in the bucket. This
optimizes the speed of the network if N packets meet N tokens. But it can also cause congestion
if the traffic gets too busty (Traver & Tarin, Cardona, 2009).
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In their survey (Snehalatha, et al, 2013) argued that he leaky bucket is very restrictive. It does not
credit an idle host. For example, if a host is not sending for a while, its bucket becomes empty.
Now if the host has burst data, the leaky bucket allows only an average rate. The time when the
host was idle is not taken into account. On the other hand, the token bucket algorithm allows idle
host to "accumulate credit for the future in the form of tokens. For each tick of the clock, the
system sends n tokens to the bucket. The system removes one token for every cell (or byte) Of
data sent. For example, if n is 100 and the host is idle for 100 ticks, the bucket collects 10,000
tokens Now the host can consume all these tokens in one tick with 10,000 cells, or the host takes
1000 ticks with 10 cells per tick. In other words, the host can send burst data as long as the

bucket is not empty. The token bucket can easily be implemented with a counter.

The token is initialized to zero. Each time a token is added, the counter is incremented by 1.
Each time a unit of data is send, the counter is decremented by 1. When the counter is zero, the

host cannot send data.

2.4 Bandwidth Management Implementation Tools

2.4.1 Networx

NetWorx icon NetWorx is a simple and free, yet powerful tool that helps you objectively
evaluate your bandwidth consumption situation. You can use it to collect bandwidth usage data
and measure the speed of your Internet or any other network connections. NetWorx can help you
identify possible sources of network problems, ensure that you do not exceed the bandwidth
limits specified by your ISP, or track down suspicious network activity characteristic of Trojan
horses and hacker attacks.

The program allows you to monitor all your network connections or just a specific network
connection, such as Wireless or Mobile Broadband. The software also features an array of highly
customizable visual and sound alerts. You can set it up to alert you when the network connection
is down or when some suspicious activity — such as unusually heavy data flow — occurs. It can

also automatically disconnect all dial-up connections and shut the system down.

The incoming and outgoing traffic is represented on a line chart and logged into a file, so that

you can always view statistics about your daily, weekly and monthly bandwidth usage and dial-
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up duration. The reports can be exported to a variety of formats, such as HTML, MS Word and
Excel, for further analysis (Paessler AG, 2016)

2.4.2 PRTG Network Monitor

PRTG Network Monitor is a comprehensive monitoring solution that checks bandwidth and
monitors network usage, performance and availability. The network monitoring tool monitors
bandwidth utilization via SNMP, packet sniffing and NetFlow, checks the availability of network
components, and checks parameters such as CPU load, memory load, free disk space, etc. It can
also be used for server room monitoring as PRTG can even check of the temperature or humidity

in your server room and trigger an alert if a certain threshold is being passed.

In order to make server performance monitoring easier, PRTG comes with a range of built in

server monitoring sensors:

e Email sensors check the availability of your email services

e Monitoring SQL server sensors: MySQL, Microsoft SQL, and Oracle SQL sensors.
These sensors check whether your SQL server accepts connections, processes requests,
and returns an expected result.

e File server sensors check free disk space, existence of files, changes to a file, etc.

e Virtual server sensors (e.g. ESX monitor, hyper-v monitor) make monitoring virtualized

environments easier (Paessler AG, 2016).

2.4.3 Squid Linux
For traffic management squid utilizes proxing and caching features. In addition squid to
support bandwidth management squid uses delay pools for bandwidth management by
limiting the bandwidth for a particular user or group of users. Squid delay pools use the
token bucket algorithm to allocate bandwidth to users connected to the internet. Each
configured pool has a max value and a restore value. The max value indicates the
maximum size of the token bucket while the restore value is the rate at which tokens are
replaced into the bucket. Squid keeps log files of all sites visited which can be used by
network administrators to determine bandwidth requirements for a particular user or

group of users (Devajit, et al, 2013).
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2.5 Bandwidth Management State of Practice
2.5.1 Kenya National Education Network

Kenya national education network (KENET) was established in 1999 with an aim of connecting
education institutions and research center’s with a goal of sharing knowledge throughout the
country. Members are connected via the main node in Nairobi or via Kenya’s telecom backbone.
Members can connect to the main node at speeds of 3Mbps for the uplink via a leased line and
3Mbps downlink via VSAT. Member’s networks speeds range from 64 Kbps to 960 Kbps of
bandwidth capacity. This shows that members are limited in terms of available bandwidth .This
combined with improperly set up networks due to lack of trained staff has made the available
bandwidth unusable for most institutions. To solve the problem, as of 2004, KENET has
embarked on a training program on network management, security and monitoring for system
administrators from member institutions (Chege & Ford, 2009).

To address the problem of bandwidth wastage, KENET established custom servers for each
member institutions to address problems at that institution. Access control lists are also
established on routes to restrict access to only approved services. The networks in all the member
institutions were standardized to one uniform platform of firewalled FreeBSD. KENET has
employed technical measures to manage and optimize bandwidth for its members (Carr &
Verner, 2013).

In future the organization targets at an integrated approach consisting of strict policy measures
and technical solutions. Also in conjunction with Aidworld, KENET is developing an open
source toolkit to provide affordable and reliable bandwidth management regardless of size of the

network or network administrator’s experience.

KENET and the member institutions want the flexibility to be able to push back on certain
bandwidth-intensive applications at certain times of day, for example, when the network is under
simultaneously high demand from researchers and staff trying to do their research at the
educational institutions. From this perspective, the sort of solution that the LEDBAT WG is
working on should benefit KENET. The LEDBAT WG charter identifies a common scenario
wherein applications experience large delays in the presence of P2P applications uploading over
thin home uplinks; for KENET its entire WAN is peppered with thin uplinks. The potential
benefits of a deployable solution in this space are therefore much greater than just the well-
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known use-case of an ADSL user simultaneously trying to run a P2P application and place a
VolIP call (Chege & Ford, 2009).

2.5.2 Ipoque’s Proven Application Classification Engine

Network operators’ business models are evolving with the increase in smartphone penetration
and application usage. The R&SCMWS500 has been a market-leading product amongst network
operators over the past decade, but with traffic shifting to become more mobile and application
focused, it needs to add IP awareness to solve the new challenges network operators face.
Operators need to know how applications impact the quality of their network, e.g. bandwidth
consumption, security issues and, ultimately, their users’ quality of experience (QoE). In areas
such as voice over IP, messaging and video on demand in particular, the diversity of the
applications and protocols is no longer manageable without a high-class application detection
based on deep packet inspection (DPI).

In an all IP world, operators doing LTE deployment need to identify all influencers of network

traffic and data connections to efficiently manage network resources. The R&SCMW500 needed
to simply and easily integrate trustworthy IP analysis software and market-leading application
awareness and bring a new feature to market that would increase the quality experienced by
mobile customers in record time to stay ahead of competition. Furthermore, to ensure the quality
experienced by the mobile customer, IP-aware application testing, previously unavailable on the
market, was required.
Application-based IP analysis in real-time, integrated in a few days, set Rohde & Schwarz apart
from the competition and represents a totally new product feature for the operator market.
Ipoque’s Protocol and Application Classification Engine (PACE) provides deep packet
inspection solutions with support for thousands of network protocols and applications in real-
time. The proven Layer 7 IP traffic detection combines different high quality DPI technologies to
ensure a detection rate of nearly 100%. R&SPACE is fully flexible for integration and
independent of any operating system. It helps network equipment vendors enhance their products
with powerful network management and analysis capabilities without spending resource on
trying to keep up with ever-changing network protocols. By integrating R&SPACE, a supplier
can save significant costs and development resources, helping them to focus on core
competencies and create stand out network products from the competition (Rohde &Schwarz,
2015).
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2.5.3 Bandwidth Management and Optimization in the U.K Case of Blackburn College

The joint academic network (JANET) is the UK’s education and research network that connects
UK’s universities to each other and to the internet. It is managed by the United Kingdom
Education and Research Networking Association (UKERNA). Having a large network with high
bandwidth demand and limited funding, in the past JANET has not been able to meet the
bandwidth demand for its members which led to poor performance and frequent outages. These
made JANET embark on a bandwidth management and optimization strategy. To manage and
optimize bandwidth, JANET uses an acceptable use policy, user bandwidth limiting and network
monitoring. They also provide services to their members in the areas of monitoring, control and
reduction of bandwidth usage (JANET, 2014). Blackburn College is a research institute and a
JANET member. Blackburn College connects to JANET for access to the internet and to other
universities. To conserve bandwidth, the college implements disciplinary procedures to
encourage users to Ouse bandwidth wisely and in moderation. The college also performs constant
monitoring and keeps records of network usage. The monitoring is meant to track down a user
responsible for any network abuse. The college employs a proxy server which denies access to
specific websites and also includes a proxy cache that reduces bandwidth usage. Inbound and
outbound traffic is filtered by the boarder router by use of ACLS on the basis of protocols and
port numbers. In Future Blackburn College is looking at improving their filtering both at the

gateway router and on the proxy server (Kotti, Hamza & Bouleimen, 2009).

2.6 Proposed System
PfSense Bandwidth Manager

Effective bandwidth management is critical to the performance of any network. In most networks
many users share a single internet connection. The biggest problem on a shared network is that
one user could potentially consume all of the available internet bandwidth and slow down the
connections for all of the other users as a result. High-bandwidth users can create an even bigger
problem if your network has critical traffic such as VOIP that depends on having enough
bandwidth to function. PfSense Bandwidth Manager solves this problem by implementing traffic
shaping which prioritizes important or time critical network traffic to guarantee performance and

a the same time throttle less important traffic.
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How to Find High Bandwidth Users In order to properly manage bandwidth usage, you need to
determine who is using the most bandwidth and why. PfSense offers a package called Darkstat
that can quickly give you a view of what is taking place on your network. Darkstat creates a list
of hosts sorted by total upload and download traffic usage. You can also drill down on this report
to see which TCP or UDP ports make up that usage. This information can be used to determine

whether a traffic shaper will help your network, and if so which ports you should be shaping.

In the case of VOIP phones, you will probably want to prioritize the traffic sent by the phones to

improve the communication in the organization, pfsense will help in prioritizing the traffic.

Pfsense provide a feature called a “penalty box” where if you have one or more hosts on your
network that are using most of the bandwidth, you can place them in a "penalty box" to limit
their usage to a certain percentage of available bandwidth, you can specify whether to de-
prioritize peer-to-peer networking traffic, since P2P traffic is often the largest user of internet
bandwidth on a network.

Pfsense also provide you with option to raise or lower the priority assigned to different
applications (HTTP, DNS, and ICMP) on an individual basis. Most of the options depend on the

applications in use on your network.

Pfsense provide us also with an interesting feature called Captive portal which allows you to
force authentication, or redirection to a click through page for network access. The following are
the features of captive portal that will help in controlling unauthorized access to the

organizations network:

e Logon pop up window - Option to pop up a window with a log off button.

e URL Redirection - after authenticating or clicking through the captive portal, users can be
forcefully redirected to the defined URL.

e MAC filtering - by default, pfSense filters using MAC addresses. If you have a subnet
behind a router on a captive portal enabled interface, every machine behind the router
will be authorized after one user is authorized.

e Authentication options - There are three authentication options available.

= No authentication - This means the user just clicks through your portal page

without entering credentials.
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= Local user manager - A local user database can be configured and used for
authentication.
= RADIUS authentication - This is the preferred authentication method for
corporate environments and ISPs. It can be used to authenticate from Microsoft
Active Directory and numerous other RADIUS servers
e HTTP or HTTPS - The portal page can be configured to use either HTTP or HTTPS.
e Pass-through MAC and IP addresses - MAC and IP addresses can be white listed to
bypass the portal. Any machines with NAT port forwards will need to be bypassed so the
reply traffic does not hit the portal. You may wish to exclude some machines for other

reasons.
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CHAPTER 3

METHODOLOGY

3.1 Introduction

This chapter explains the design used to execute the project. In particular this chapter discusses
the approach used to achieve the objectives of the project. It also highlights the system
requirements that is the hardware requirements, software requirements and network

requirements.

3.2 Research Design
The study is to adopt simulation approach. A virtual LAN was developed with three computers.

Of the three computers one was dedicated as a firewall that is the pfsense firewall, the second
computer was used as network administrator’s machine and at the same time it was used to test
one of the simulated departments that is the management department and finally the last machine
was set to test the Transport and customer care departments network. Bandwidth of 10 mbps was
supplied. The LAN simulation was achieved by use of one laptop which was used to install
VMware workstation version 12. In the VMware hypervisor is where the three guest computers

were created for the sake of simulation.

The pfsense firewall was installed in the virtual environment with two Network interface Cards.
The configurations were done so that the external interface of the pfSense virtual machine
(Network Adapter 1) Bridged with the external interface of our pfsense em0. Secondly the
internal interface of the pfSense virtual machine (Network Adapter 2) was set to a specific
virtual network with the internal interface of our pfsense eml, and so is the only network
interface of our client Virtual Machine. The pfsense acted as a router to the virtualized
environment. The host computers were to be connect to the internet through the pfsense firewall

and they are set to have static IP addresses.

TP-Link router was used to act as our source of internet. The router was supplied bandwidth by a
modem with Airtel SIM card loaded with Airtel data bundles. The connection of the laptop with

VMware workstation to the TP-Link was done using Ethernet Cable cat 6 twisted pair.

Figure 2 below shows the simulated model of our network.
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TP-Link Router

HOST COMPUTER
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Figure 2: simulation Design

Source: author’s conception

3.3 Sub netting

Due to the department setup we are to subnet the IP address 192.168.1.0 to give the several hosts
in the departments (classes) IP addresses. Table 1. Below shows the range of IP addresses hosts

occupy in different class or department.
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Class/department Range of host IP addresses
Management 192.168.1.2 — 192.168.1.31
ICT 192.168.1.32 — 192.168.1.63
Finance and procurement 192.168.1.64 — 192.168.1. 95
Human resource 192.168.1.96 — 192.168.1.127
Transport and customer care | 192.168.1.128 — 192.168.1.159
Reserved IP addresses 192.168.1.160 — 192.168.1.255

Table 1: Table showing classes and their corresponding host IP addresses

3.4 System Requirements

3.4.1 Hardware System Requirements

For the implementation of this project one computer(laptop) was required, the computer was
having a capacity of 500 GB hard disk, 4GB Random Access Memory (RAM) and processing
speed of 2.67 GHz.

3.4.2 Software System Requirements

One of the most fundamental software in this project is PFSense, we used version 2.3.2. PfSense
software is a free, open source customized distribution of FreeBSD tailored for use as a firewall
and router. In addition to being a powerful, flexible firewalling and routing platform, it includes
a long list of related features and a package system allowing further expandability without
adding bloat and potential security vulnerabilities to the base distribution. Basically pfSense
software is an engine that makes a firewall go, but not the actual hardware and it is customizable.
This allows the engineer to meet the needs of the project with a device with the right I/0 and
specifications, and then customize the pfSense software settings to their needs. PfSense is
suitable for all sizes of organizations from small offices to large organizations with thousands of

network devices.

To access the pfsense web interface we use Mozilla Firefox browser version 47.1, the browser
will help us to do the configurations on our firewall and to test the presence of internet on our

network.
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To enable us to simulate the use of firewall we use VMware workstation version 12 to help we

work in a virtualized environment and to maximize on the resources we have.

3.4.3 Network Requirements

In this project a TP-Link wireless router which is compatible with a USB modem to provide us
with internet was used. The network will not be complete without the presence of 1 twisted
category 6 internet Cables with a standard length of 3 meters. In this project a 10MBps

bandwidth was used to assume the working environment of a small organization

The services that were be running in the network include the DNS server, web server and mail
server. DNS server is a server that is used to interact with the domain name system which is the
global directory domain names and corresponding IP addresses. Web server is a program that
uses HTTP protocol to serve the files that form web pages to users, in response to their requests
which are forwarded by their computers HTTP clients. Mail server is a computer/application
within your network that works as your virtual post office. A mail server usually consists of a
storage area where e-mail is stored for local users, a set of user definable rules which determine
how the mail server should react to the destination of a specific message, a database of user
accounts that the mail server recognizes and will deal with locally, and communications modules
which are the components that actually handle the transfer of messages to and from other mail

servers and email clients

3.5 Conclusion
In this chapter the design of project is explained. A clear design of the network was discussed
here. The chapter has also highlighted the requirements of the project that is hardware, software

and network requirements
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CHAPTER 4
IMPLEMENTATION AND TESTING

4.1 Simulation

By using this design our goal is to generate statistical results that represent the behavior of a
small organization’s elements and their functions. In this case we are able to observe link
utilizations, response times and other events as they happen over time, and collect performance

measures to draw conclusions on the performance of a small organization’s the network.

4.1.1 Simulation Model
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Figure 3: Simulated model of a small organization
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4.2 Bandwidth Allocation Model

4.3 Classification of a Small Organization in Terms of Classes and Priority

TOTAL
BANDWIDTH
FROM THE ISP
10MBPS
SMALL ORGANIZATION —»/  BANDWIDTH
FOR
l WIRFI FSS
IT& FINANCE AND HUMAN TRANSPORT AND
MANAGEMENT COMMUNICA PROCUREMEN RESOURCE CUSTOMER CARE
_ TION T
CLASS = A CLASS =D CLASS =E
_ CLASS =B CLASS=C
PRIORITY = 1 PRIORITY = 4 PRIORITY =5
PRIORITY =2 PRIORITY =3

Figure 4 : Classification of a Small Organization in Terms of Classes and Priority

In the figure above a network of a small organization is categorized into a group of classes.
There are five classes namely class A, class B, class C, class D and class E. Class A is assigned
to management this means the C.E.O of the small organization and managers are in this class,
Class B is assigned to the Information Technology and communication department, class C
Finance and procurement departments, class D is assighed to Human Resource department and
the last one is class E which is assigned to transport and customer care departments. As per the
order the classes are given priority in bandwidth allocation starting with class A which has the
highest priority meaning it is allocated high bandwidth compared to the rest going down to the
transport and customer care departments having low priority that is priority 5 having the least
bandwidth allocated to them.
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It is assumed that this small organization use both wired and wireless networks. The small

organization is also assumed to be receiving 10MbPs from the internet service provider. The

bandwidth is shared between the wired and wireless networks.

CLASS A CLASS B CLASSC |CLASSD |CLASSE
BANDWIDTH 3500 2500 1600 1000 900
ALLOCATED(Kbps)
SERVICE(S) WITH | Video Social Null Null Null
RESERVED conferencing | networking
BANDWIDTH sites

Table 2 Table showing bandwidth allocated and service(s) with reserved bandwidth in respect
to class

The table above gives an outlay of the bandwidth allocation in the wired network. The table
indicates bandwidth allocated to each class in kbps as well as the services which have bandwidth

reserved for them in each class.

4.4 Configuring pfSense as a router

To configure pfsense as a router first we configured the external interface of the pfSense virtual
machine (Network Adapter 1) Bridged with the external interface of our pfsense em0. Secondly
the internal interface of the pfSense virtual machine (Network Adapter 2) was set to a specific
virtual network with the internal interface of our pfsense eml, and so is the only network
interface of our client Virtual Machine. This allowed us to connect client Virtual Machine/s to

eml and use them to test our connections, as well as the configurations.

4.4.1 Configure the Interfaces
To set class based queuing the total bandwidth and the scheduler on each interface were set:

Open the pfSense web Configurator and log in, from the menu choose Firewall/Traffic Shaper,
Click on the WAN interface, Check the box Enable/disable discipline and its children, Ensure
that the scheduler type is set to CBQ, Set the Bandwidth to 10000 Kbit/s and finally Click on the
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Save button. The queue interface were added by clicking on the Add new queue button, Check
the box Enable/Disable queue and its children, For the Queue Name enter Other, Check the box
Default queue, for the Description enter All other traffic, for the Bandwidth enter 200 and choose
Kbit/s*, this is the WAN interface, so we are configuring the upstream bandwidth then click on
the Save button. Apply the changes to the traffic shaper configuration by clicking on the Apply

button.

Interfaces ~ Firewall »

COMMUNITY EDITION

Interfaces / LAN = il @

General Configuration

Enable & Enableinterface

m

Description LAN

Enter a description (name) for the interface here

IPv4 Configuration Type Static IPv4 B
IPv6 Configuration Type Track Interface B
MAC Address

This field can be used to modify ('spoof) the MAC address of this interface.

Enter a MAC address in the following format: xoeceooneoo o leave blank
MTU
f this field is blank, the adapter's default MTU will be used. This is fypically 1500 bytes but can vary in some circumstances.
MSS
f avalue s entered in this field, then MSS clamping for TCP connections to the value entered above minus 40 (TCP/IP header size) will be in effect
Speed and Duplex Default (no preference, typically autoselect) B

Explicitly set speed and duplex mode for this interface.
WARNING: MUST be set to autoselect (automatically negotiate speed) unless the port this interface connects to has its speed and duplex forced

Figure 5: LAN interface configuration.
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VPN - Status ~ Diagnostics = Gold ~

Interfaces / WAN = |l @

General Configuration

Enable £/ Enable interface

Description WAN

Enter a description (name) for the interface here

1Pv4 Configuration Type DHCP [
IPv6 Configuration Type DHCP& E|
MAC Address

This field can be used to modify ("spoof”) the MAC address of this interface

Enter a MAC address in the following format: :eeceocese or leave blank
MTU
f this field is blank, the adapters default MTU will be used. This is typically 1500 bytes but can vary in some circumstances
MSS
f avalue is entered in this field, then MSS clamping for TCP connections to the value entered above minus 40 (TCP/IP header size) will be in effect
Speed and Duplex

Figure 6: WAN interface configuration.

4.4.2 Traffic and Ping times
Pinging the pfSense firewall which has the IP address 192.168.1.1 what happens to ping times

with and without a download in progress? Why the difference? Without a download in progress,
you should see very short ping times, around 1 Ms:

PING 192.168.1.1 (192.168.1.1) 56(84) bytes of data.

64 bytes from 192.168.1.1: icmp_req=1 ttl=64 time=0.480 ms
64 bytes from 192.168.1.1: icmp_req=2 ttl=64 time=0.385 ms
64 bytes from 192.168.1.1: icmp_req=3 ttI=64 time=0.537 ms
64 bytes from 192.168.1.1: icmp_req=4 ttI=64 time=0.350 ms
64 bytes from 192.168.1.1: icmp_req=>5 ttl=64 time=0.454 ms

With a download in progress, you should see much longer ping times, around 150 Ms:

PING 192.168.1.1 (192.168.1.1) 56(84) bytes of data.

64 bytes from 192.168.1.1: icmp_req=1 tt|=64 time=147 ms
64 bytes from 192.168.1.1: icmp_req=2 ttI=64 time=136 ms
64 bytes from 192.168.1.1: icmp_reg=3 ttI=64 time=154 ms
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64 bytes from 192.168.1.1: icmp_req=4 ttI=64 time=163 ms
64 bytes from 192.168.1.1: icmp_req=5 ttI=64 time=132 ms

This is because the ping packets must wait in the queue behind the download packets, when a
download is in progress. We can reduce this, at the cost of some dropped packets, by reducing
the Queue limit on the WAN interface, other class, to 5 or 10 packets. If a ping arrives when the
output queue on the interface is full, then the reply packet will be dropped instead of placed in

the queue.

4.5 Use of Captive Portal for Authentication

To set up authentication is to use radius authentication because it allows doesn’t limit the number
of users and it is much more flexible. A small organization’s objectives in most cases unless
exceptional case is to grow in terms of profits they and increase in services they offer and this
means increase in number of employees and customers/clients as well. This made us choose
radius authentication database in pfsense. Installation of the FreeRadius package is done directly
on pfSense.

For the installation of FreeRadius package the following steps were followed:

1.) Go to System>> Packages>> Available Packages>>
2.) Click on the plus (+) sign button to install the application, and wait until the application
installation is done.

Create Freeradius User

1.) Go to Services>> FreeRADIUS>>

2.) With "Users" tab selected, click on plus (+) sign button.
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Package / FreeRADIUS: Users/ Users (2]

Users MACs NAS / Clients Interfaces Settings EAP sqQL Certificates LDAP View config XMLRPC Sync

Filter by: A|BICIDEIFIGIH|I|JIKILIMIN|O|P[Q[RIS|TIUIVIWIX|Y|Z

Filter field: Username v Filter text:

Usemame Use One Time Password ~ Simult. Connections  IP Address  Expiration Date  Session Timeout  Possible Login Times  VLANID Deseription
Final7 £
Radtest £

Figure 7: FreeRADIUS users

FreeRADIUS: Users / Edit / Users @
Users MACs NAS / Clients Interfaces Settings EAP saL Certificates LDAP View config XMLRPC Sync

General Configuration

Username \ Fmaw \

Enter the username. Whitespace is possible. If you do not want to use username/password but custom options then leave this field empty.

Password sesvene
Enter the password for this username. If you do not want to use username/password but custom options then leave this field empty.
Password Encryption Cleartext-Password B

Select the password encryption for this user. Default: Cleartext-Password

One-Time-Password || Enable One-Time-Password for this user

This enables the possibility fo authenticate against an usemname and an one-time-password. The client to generate OTP can be installed on various
mobile device plattforms like Android and more.

IMPORTANT: You need to enabled mOTP first in FreeRADIUS == Settings (Default: unchecked)

Init-Secret
This is the generated init secret you get when you initialize the toke the first time on a client (mobile device)
PIN
This is the PIN the user has to enter on his mobile device to generate a one-time-password
Timan nEface
| — | [ | =T —— 771

Figure 8: Adding and editing FreeRADIUS users
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Create Radius Client

1.) Go to Services>> FreeRADIUS>>

2.) With "Nas/Clients" tab selected, click on plus (+) sign button.

FreeRADIUS: Clients / Edit / NAS / Clients %]

Users MACs NAS / Clients Interfaces Settings EAP s0L Certificates LDAP View config ¥MLRPC Sync

General Configuration

Client IP Address | [192.168.0.102

Enter the |P address of the RADIUS client. This is the IP of the NAS (switch, access point, firewall, router, etc.).
Client IP Version ~ 1Pv4 =]
Client Shortname Final?

Enter a short name for the client. This is generally the hostname of the NAS.

Client Shared Secret seneeee

Enter the shared secret of the RADIUS client here. This is the shared secret (password) which the NAS (switch or accesspoint) needs fo
communicate with the RADIUS server. FreeRADIUS is limited to 31 characters for the shared secret.

Miscellaneous Configuration

Client Protocol | UDP 7]

Enter the protocol the client uses. (Default: UDP)

Client Type other B

Enter the NAS type of the client. This is used by checkrad pl for simultaneous use checks. (Default: other)

Require Message No B

Figure 9: Creating RADIUS NAS/clients

4.5.1 Enable FreeRADIUS on Captive Portal

1.) Go to Services>> Captive Portal>>

2.) On Authentication section, select RADIUS Authentication and enter the IP address and

shared secret we just created.
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o iy s e s e

Authentication

Authentication method © No Authentication © Local User Manager / Vouchers. @ RADIUS Authentication
RADIUS protocol @ pAP © CHAP-MD5 © MSCHAPv1 © MSCHAPv2
Primary Authentication Source
Primary RADIUS server 192.168.1.1 1812 =
Secondary RADIUS server &
IP address of the RADIUS server to RADIUS port. Leave blank for default RADIUS shared secret. Leave blank to not
authenticate against (1812) use a shared secret (not recommended)

Secondary Authentication Source

Figure 10: Enable FreeRADIUS on Captive Portal

Modifying the HTML

In order for this to work we used a HTML landing page that has username and password fields.
To upload an image click on the file manager tab in the captive portal settings. In order for files

to be used by the portal they must have a prefix of "captiveportal-" in the filename.

& hitps://192.168.1.1/services_captiveportal.phpZzone=kimutai_fridah ¢ | |B- Google P YA 3+ @

Cisco: 0011.2233.4455
Unformatted: 001122334455

HTTPS Options

Login  [7] Enable HTTPS login

when enabled, the username and passy
certificate must also be specified bel

HTML Page Contents

Portal page contents

Upload an HTML/PHP file for the portal page here (leave blank to keep the current one). Make sure to include a form (POST to "SPORTAL_ACTIONS")
with a submit button (name="accept’) and a hidden field with name="redirurl" and value="SPORTAL_REDIRURLS". Include the "auth_user” and
auth_pass" and/or "auth_voucher" input fields if authentication is enabled, otherwise it will always fail
Example code for the fo
<form method="post" action="SPORTAL_ACTIONS">
<input name="auth_user’ ="text™
<input name="auth_pass" ty password™>
<input name="auth_voucher” type="text">
<input name="redirurl" type="hidden" value="$PORTAL_REDIRURLS">
<input name="zone" type="hidden" value="SPORTAL_ZONES"~
<input name="accept” type="submit" value="Continue">

d will be transmitted over an HTTPS connection to protect against eavesdroppers. A server name and

</form=

Auth error page contents

The contents of the HTML/PHP file that is uploaded here are displayed when an authentication errer occurs. It may include "SPORTAL_MESSAGES",
which will be replaced by the error or reply messages from the RADIUS server, if any.

Logout page contents

The contents of the HTML/PHP file that is uploaded here are displayed on authentication success when the logout popup is enabled

Figure 11: Modifying the HTML captive portal page

Project: Bsc. Computer security and forensics 36| Page



Bandwidth Management in Small Organization Using Pfsense

To create a simple user you only need to enter a username and password. Other configurations

that were made include the following:

Expiration Date - This option allows to define a date that the account will
automatically expire. So if you know the account is temporary this will save
you the trouble of having to manually disable the account.

Idle timeout - If a user is idle for a certain number of minutes they will be
automatically disconnected. The timeout is set to be considerable so that it is
not too low which frustrate users by making them to keep on logging after
few minutes , and at the same time don’t set it so long since the results that
the captive portal won’t be efficient. Therefore even setting it to something
like 8 hours will help.

Redirection URL - By default users will continue to the web page they
originally requested after passing through the portal. This setting allows you
to force clients to be directed to a page of your choice after connecting.
Users can then enter a new URL and browse the web normally.

Concurrent user logins - Enabling this setting will allow only one
connection to the portal per user. This will prevent users from making

multiple connections using the same username and password.

4.5.2 Securing the Captive Portal Login Page
The common problem of captive portal is ARP Spoofing that may allow an attacker to intercept

data frames on a LAN, modify the traffic, stop the traffic altogether, or even sniff the username

and password / voucher code in a captive portal login page.

To solve this problem HTTPs should be set since it provides encrypted authentication of captive

portal server, and protects against man-in-the-middle attacks or ARP Spoofing.

Creating a HTTPs Certificate on the pfsense graphical user interface Go to System > Cert

Manager, Click on CAs tab then click the (+) sign button.
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CAs Certificates Certificate Revocation

Create / Edit CA

Descriptive name captive portal cert

Method Create an internal Certificate Authority

Internal Certificate Authority
Key length (hits) 2048 [7]
Digest Algorithm sha2s6 D

NOTE: Itis recommended to use an algorithm stronger than SHA1 when possible.

Lifetime (days) 3650 c

m

Country Code KE B
State or Province NAIROBI
City NAIROEI

Organization  kimutal_fridah

Email Address | adming@kimutai_fridah.com m

Common Name internal-ca

[En]

o]
Figure 12: Creating a HTTPs Certificate

Save the settings and next click on the edit sign button

Firewall ~

COMMUNITY EDITION

System/ Certificate Manager / CAs 7]

Chs Certificates Certificate Revocation

Certificate Authorities
Name Internal  Issuer Certificates  Distinguished Name Actions
captive portal v self-signed 0 emailaddress=admin@kimutaifridah com, ST=NAIROBI, O=kimutai_fridah, L=NAIROBI, CN=internal-ca, s 'S
cert C=KE

Valid From: Tue, 29 Nov 2016 14:47:37 +0000
Valid Until: Fri, 27 Nov 2026 14:47:37 +0000

Figure 13: Created HTTPs certificate
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Now the certificate is created. Click on the saved button.

System / Certificate Manager / CAs / Edit e

CAs Certificates Certificate Revocation

Create / Edit CA
Descriptivename | captive portal cert |
Method Import an existing Certificate Authority B
Existing Certificate Authority
Gertificate data - BEGIN CERTIFICATE----- ~
M gzCCAZughAw. ¢IBADANBOkghkiGIw0BAQsFADCEID ||
ELMAkKGAIUEBRMCS0Ux
EDACBgNVEAQTBOSESVIPQkkxEDACBgNVEACTE0SESVIEQK
kxFzAVBgNVBAoUDmMED -
bXVOYW1fZnJpZGFoMSYwJAYJKoZThvcNAQkBFhdhZGlpbk
Paste a certificate in X.509 PEM format here
Certificate Private Key ~
(optional) g [
IBAQCE] TFeC!
JWagk/pT1hUSi2TDgEVo3RE8ibZa2 +1M9Z22zg0kr
/ ¥NNEbOSbENqtH/ YG2p: cdie -
10VaN1MbGNOHVXTX3Y JMQ) umxfNb2y4iXHNdcVrHng
Paste the private key for the above certificate here. This is optional in most cases, but is required when generating a Certificate Revocation List
(CRL)
Serial for next certificate 0 =

Enter a decimal number to be used as the serial number for the next certificate to be created using this CA

m

Figure 14: Editing HTTPs created certificate

Project: Bsc. Computer security and forensics 39|Page




Bandwidth Management in Small Organization Using Pfsense

4.5.3 Enabling HTTPs on Captive Portal Page
First Go to Services > Captive Portal Check "Enable HTTPs Login" and set HTTPs server
name to your Pfsense Server Name. Select the certificate you created earlier from the dropdown

arrow then press save to save your configuration.

HTTPS Options

Login Enable HTTPS login
When enabled, the usemame and password will be ransmitted over an HTTPS connection to protect against eavesdroppers. A server name and

certificate must also be specified below

HTTPS server name pfsense kimutaifridah.com

This name will be used in the form actien for the HTTPS POST and should match the Common Name (CN) in the certificate (otherwise, the client
Il mo display a warning). Make sure captive portal clients can resolve this name in DNS and verify on the client that the IP

dis
resolves fo the comect interface IP on pfSense

SSL Certificate wehConfigurator default (583d509002fff) B

f no certificates are defined, one may be defined here: System = Cert. Manager

HTTPS Forwards [T Disable HTTPS Forwards

jon is set, attempts to connect to 58 ites will not be forwarded to the captive portalThis prevents certificate emors

on to an HTTP (Port 80) site to get forwarded to

sented to

Figure 15: Enabling HTTPs on Captive Portal Page

4.5.4 Testing Captive Portal
To test the captive portal a browser of one of the host machine is opened and any IP address is

typed for connection to be established. Before the connection is established the captive portal
window pops up requesting for authentication that is user name and the password of the user. For
a user who is registered they are able to input their credentials. However the user whose

credentials are not registered an error message is returned when they enter their credentials.
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@‘O192‘168‘1.1:EUUZ/\ndex‘php?zune:k\mutal_frldah PlerEm & @ |

Figure 16: captive portal page where a user is prompted to enter credentials

kimutai_fridah company portal

@.")0192.168.1.1:EUUZJ’mdex‘php?‘mne:k\muta\_fmdah v e||§- Google Ll ¥ A | =

Figure 17: when a user entered wrong details
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Setting and configuring captive portal in pfsense helps us to achieve our first objective since
every user that will connect the small organization will have to be registered and therefore any
other user with no account will not be able to connect to the organization’s network. This helps

in preventing unauthorized access to the organizations’ network or bandwidth.

4.6 Creating Aliases

Aliases act as placeholders for real hosts in the departments of a small organization. By adding
all of the hosts in a small organizations’ departments to an alias, only one firewall rule is
necessary. In a case of a small organization we have five departments that will be added as

Aliases.

In the pfsense menu click the firewall tab where you will see Aliases tab in the drop box. Click
the Aliases and click on the (+) add sign for creating the Aliases. The requirement here is the
properties for the Aliases, the first Aliases name in this case is our first class of which is
management, the description for the Aliases is “this is management portion of the network”, the
type is hosts, the prompt that requires has to enter the IP address of the Alias the IP address of
the management department subnet that is 192.168.1.1/27 is set, click on the save button and
apply the changes as prompted. The same procedure is used to add all our five Aliases that is
management, ICT, finance and procurement, human resource and transport and customer care

departments.
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COMMUNITY EDITION

Firewall / Aliases/ Edit 7]

Name Management

The name of the alias may only consist of the characters "a-z, A-Z, 0-9and _".

Description this is management portion of the network

A description may be entered here for administrative reference (not parsed)

Type Host(s) B

Hint  Enter as many hosts as desired. Hosts must be specified by their IP address or fully qualified domain name (FQDN). FQDN hostnames are
periodically re-resolved and updated. If multiple IPs are returned by a DNS query, all are used. An IP range such as 192.168.1.1-192.168.1.10 or a
small subnet such as 192.168.1.16/28 may also be entered and a list of individual IP addresses will be generated.

PorFQDN | 19216811727

-I-pddHost

Figure 18: Creating Aliases

Firewall / Aliases / IP = |l @

The changes have been applied successfully. x

P Ports URLs Al

Firewall Ali

Name Values Description Actions

Finance_and_procurement 192.168.1.64, 192.168.1.65, 192.168.1.66, 192.168.1.67, 192.168.1.68, 192.168.1.69, finance and procurement portion of & @ 1
192.168.1.70, 192.168.1.71, 192.168.1.72, 192.168.1.73 the network

Human_resource 192.168.1.96, 192.168.1.97, 192.168.1.98, 192.168.1.99, 192.168.1.100, 192.168.1.101, human resource portion of the rd]
192.168.1.102, 192.168.1.103, 192.168.1.104, 192.168.1.105 network

ICT 192.168.1.32, 192.168.1.33, 192.166.1.34, 192.168.1.35, 192.168.1.36, 192.166.1.37, IT and communication part ofthe & @
192.168.1.38, 192.168.1.39, 192.168.1.40, 192.168.1.41.. network

Management 192.168.1.0, 192.168.1.1, 192.168.1.2, 192.168.1.3, 192.168.1.4, 192.168.1.5, 192.168.1.6, this is management portion of the &
192.168.1.7, 192.168.1.8, 192.168.1.9.. network

Transport_and_customer_care 192.168.1.128, 192.168.1.129, 192.168.1.130, 192.168.1.131, 192.168.1.132, transport and customer care S
192.166.1.133, 192.168.1.134, 192.166.1.135, 192.166.1.136, 192.168.1.137... portion of the network

Figure 19: Created with their host IP addresses
4.7 Adding Queues

The first step is to use the Traffic Shaper. Click firewall, then traffic shaper and finally click the
by interface and choose LAN interface. Select CBQ for the scheduler type, Check the

Project: Bsc. Computer security and forensics 43 |Page



Bandwidth Management in Small Organization Using Pfsense

Enable/disable discipline and its children, enter the name of the queue which in our case is
management, select the priority for the queue in this case management will have the highest
priority that is 6, enter the bandwidth for the queue in this case the bandwidth for the
management is 3500 Kbits as highlighted in previously in the tablel. Click on the save button
and apply the changes in the pfsense. The same procedure is applied to create queues for all other
departments of a small organization but with each department allocated its share of bandwidth

indicated in tablel.

Interfaces ~ Firewall ~

Firewall / Traffic Shaper / By Interface =Ll @
By Interface By Queue Limiters Wizards
- 3Lan

Q Management

Enable/Disable /i Enable/disable discipline and its children
and, munication

]

Name Management

Enter the name of the queue here. Do not use spaces and limit the size to 15 characters

Priority 6
For hfsc, the range is 0to 7. The default is 1. Hfsc queues with a higher priority are preferred in the case of

overload

Queue Limit

Queue limit in packets

Scheduler options [ pefault queue [T Random Early [ Random Early

Detecticn Detection In and Queu
Out
Select optiens for this queue
Description traffic from management
Bandwidth | 3500 % Kbit/s =

Figure 20: Creating queues
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System ~ Interfaces ~ Firewall ~ Services ~ VPN ~ Status ~ Diagnostics +

COMMUNITY EDITION

Firewall / Traffic Shaper/ By Interface dl ©
The changes have been applied successfully. b3
By Interface By Queue Limiters Wizards
= QLAN
B Management
T_and_communication
D) Finance_and_Procurement
o Human_resource
B Transport_and_customer_care
other
WAN
0o other

Figure 21: Created Queues for all the departments in the LAN interface

4.7.1 Limiting Bandwidth for Specific Queues
The purpose of using limiters is that it helps us to limit the amount of bandwidth a group of hosts

have access to. That is to mean the management which we allocated 3500kbits is only limited to

access 3500kbits and cannot exceed that.

To set the limiters the following configurations are done; on the pfsense select firewall, and on
the firewall select traffic shaper, on the traffic shaper interface select limiters after which the
limiters are added to every queue, that is every queue here is configured to have access to the
bandwidth allocated to it. On the limiters click on the add sign (+) to add the limiters on the each
of the queues that were previously configured. To set the limiter for the queue management as
shown in the picture below. First check enable the limiter and its children, for the name its
management since we are setting the limiter for management, bandwidth for management is
3500kbits, for mask select source address ,click on the save button and apply the changes on the
pfsense. All the other queues in the small organization are added using the same procedure used

in creating a limiter for management queue.
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System ~ Interfaces -

COMMUNITY EDITION

Firewall / Traffic Shaper/ Limiters = |l @

By Interface By Queue Limiters Wizards

m

ensgernt
o T_and_communication
Deinanc Enable {7 Enable limiter and its children
D tuman
ransport_and_customer_care Name Management

Bandwidth

Bandwidth Bw type Schedule
3500 Kbit/s B none B
Mask Source addresses B

f "source” or “destination” slots is chosen a dynamic pipe with the bandwidth, delay, packet loss and queue size

stination IP address encountered, respectively. This makes it

n e System~  Interfaces - Firewall -
COMMUNITY EDITION

Firewall / Traffic Shaper/ Limiters al @

By Interface By Queue Limiters ~ Wizards

0 Management
T_and_communication

Q Human_resource
Transport_and_customer_care

0

Figure 23: Limiters created to all the queues

Limiting Internet Access for Some Applications in Some Queues

Limiting some queues not to access some applications/services to reduce bandwidth
consumption in unnecessary services in the internet that doesn’t benefit the organization was

necessary. This will ensure that those queues/classes with high priority that is management and
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ICT have some bandwidth allocated for specific applications/services which require high speed
internet. It will also help in making sure that bandwidth wastage is reduced as well as to make
sure that authorized users can only use the bandwidth with which they are authorized to use
thereby avoid unauthorized use of bandwidth by authorized users.

To do this we created Aliases for those applications that we would like them to have high
priority in the bandwidth for the case of high priority classes. In the case of the low priority
classes that is the transport and customer care departments we as well created Aliases for those

services/applications that we would like to limit their access in the class.

We limited hours of access to Facebook in the transport and customer care department so that
they will only be able to access Facebook from 12noon to 2pm in the working days that is from

Monday to Friday.

e y %
@ pfSenselocaldomain - Syst.. % | @ pfSenselocaldomain - Fire.. % | (5 setting up captive portalin.. % T HowtoSetUpaCaptiveP.. ¥ & Google ® o+ [E= =

€ | @ http=//192168.1 ffirewall_schedule_edit.php ¢ | |- Google Pl B ¥ A&

Schedule Information

Schedule Name facebook_schedule

The name of the schedule may only consist of the characters "a-z, A-Z, 0-9 and _

Deseription ricting services like facebook and youtube for certain periods of the day

A description may be entered here for administrative reference (not parsed).

Month December_16 E‘

Date December_2016

m

Men Tue Wed Thu Fri Sat Sun
1 2 3 4

5 6 7 8 9 10 1
12 13 14 15 16 17 18

19 20 21 22 23 24 25

26 27 28 29 30 31

Click individual date to select that date only. Click the appropriate
weekday Header to select all occurrences of that weekday.

Time [ 12 B (o G ERNED g
Start Hrs Start Mins Stop Hrs Stop Mins

Select the time range for the day(s) selected on the Month(s) above. A full day is 0:00-23:50

6 S odle|m| R

Figure 24: Facebook access limit in the transport and customer care departments
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@ piSenselocaldomain - Syst.. % | @ pfSenselocaldomain - Fire.. % | (. sefting up captive portalin.. % T HowtoSetUpaCaptiveP.. % G Google x|+ =[RS

€ | & https://192.168.1.1 firewall_rules.phplif=lan ¢ | |8 - Google AP HrBa ¥+ & =

System ~ Interfaces ~ Firewall ~ : - VPN ~ Status « Diagnostics ~ Gold -

COMMUNITY EDITION

Firewall / Rules/ LAN A =N ]

The settings have been applied. The firewall rules are now reloading in the background. b3
Monitor the reload progress.

Floating WAN LAN

Rules (Drag to Change Order)

States Protocol Source Port Destination Port y Queue Schedul D ipti Actions

v 0/259MB * = * LAN 443 * * Anti-Lockout Rule o
Address 80
F] v 0/0B IPv4. Transportand customer  * SNS = = none facebook Tacebook_schedule
TCP/UDP eSS schedule restricting services like facebook and youtube for certain periods
[ ¥ 0/4496  IPvd* LAN net ER == none of the day
MiB o
EF + 0/0B IPv6 * LAN net = = e = none Default allow LAN IPv6 to any d’,&‘@@
rule o
hitps://192.168.1.1/firewal|_schedule_edit.phplid=0 ks
— — = e 133AM
@] @ =l JW a Bl DRy il

Figure 25: Firewall rule created for Facebook limit hours

Figure 25 above shows the firewall rules created to restrict access to Facebook by transport and

customer care departments users in the hours that they are not supposed to access.

4.7.2 Filtering Traffic in the Queues
We use firewall rules to assign traffic to a queue. The rule allows the outbound traffic, and at the

same time assigns the returning packets into a queue. To do this we add filtering rules in the
pfsense firewall. From the pfSense menu choose Firewall/Traffic Shaper, Click on the LAN tab.
When adding filtering rules click on the Add Rule button, For Action choose Pass, For Interface
choose LAN, for address family choose IPV4, for protocol choose chose any. For source choose
single host or Alias, For Destination choose Management, click on the Save button and apply the
changes. The screenshot below illustrates the rule being created for each single Alias. We have
five Aliases in our case that is management, ICT, Human Resource, Finance and procurement
and finally Transport and Communication. All these Aliases are created the firewall rules by
their own as single Aliases independently. The procedure done for the management queue is

done to all our five queues.
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COMMUNITY EOITION

Firewall / Rules / Edit =3 R=N]
Edit Firewall Rule
Action Pass B
Choose what to do with packets that match the criteria specified below.

Hint: the difference between block and reject is that with reject, a packet (TCP RST or ICMP port unreachable for UDP) is returned to the sender,
whereas with block the packet is dropped silently. In either case, the original packet is discarded.

Disabled [ Disable this rule

Set this option to disable this rule without removing it from the list.

Interface LAN B

Choose the interface from which packets must come to match this rule.

Address Family IPvd D

Select the Intemet Pratocal version this rule applies to

Protocol any B

Choose which IP profocol this rule should match.

Source

Source [ Invert match Single host or alias D Management I

Destination [ Invert match. any El Destination Address !

Figure 26: Adding and editing filtering rules

Firewall / Rules / LAN ="

The settings have been applied. The firewall rules are now reloading in the background ®
Monitor the reload progress.

Floating WAN LAN

Rules (Drag to Change Order)

States Protocol Source Port Destination Port Gateway Queue Schedule Description Actions
¥ 0/976KB * ® * LAN 443 * * Anti-Lockout Rule o3 E
Address 20
[ ¥ 43365 IPv4* Transportand customer * % 9 o Transport and customer 1200
[« TR care care i
E v o0/0B IPv4*  Human resource * * * * Hurnan resource i.f EI@
& i
F ¢ o008 IPvd*  Finance and 2 8 2 O Finance and .i-l EI@
-3 procurement Procurement Juf
E v o008 IPva® ICT ®o® o IT and communication 12000
& i
Fl ¢ 04KB IPv4*  Management o u o g Management 1200 m
& i

Figure 27: Filtering rules set for all the queues.

Project: Bsc. Computer security and forensics 49 |Page

m



Bandwidth Management in Small Organization Using Pfsense

4.7.3 Penalty box

For those hosts who are notorious in the network by misusing the internet we put them in a category
called the penalty box we create an alias for those hosts and call it penalty box and go to rules and limit
their internet usage in the network

o OU v
COMMUNITY £DITION

Firewall / Aliases / Edit (-]
Name penalty_bax

The name of the alias may only consist of the characters "a-z A-Z, 0-9 and _*

Description host whe are noterious in the network misusing the internet

ption may be entered here for administrative reference (not parsed)
Type Host(s) E|
Host(s)
Hint Enter as many hosts as desired. Hosts must be specified by their IP address or fully qualified domain name (FQDN). FQDN hostnames are

periodically re-resolved and updated. If multiple IPs are returned by a DNS query, all are used. An IPrange such as 192.168.1.1-192.168.1.10or a
small subnet such as 192.168.1.16/28 may also be entered and a list of individual 1P addresses will be generated

m

\PorFQDN | 192.168.1.212 Entry added Fri, 02 Dec 2016 06:00:20 +0000
192.168.1.239 Entry added Fri, 02 Dec 2016 06:01:21 +0000
192.168.1.216 Entry added Fri, 02 Dec 2016 06:01:21 +0000

o o[ e

Figure 28 Creating alias for penalty box

Firewall = VPN ~ Status « - Gold ~ Help ~

COMMUNITY ERITION

Firewall / Rules / LAN E =]

The settings have been applied. The firewall rules are now reloading in the background. X
Monitor the reload progress.

Floating WAN LAN

m

Rules (Drag to Change Order)
States Protocol  Source Port Destination Port Gateway Queue Schedule Deseription Actions
v  1/238MiE * & Alias details Anti-Lockout Rule )
Value Description
a 008 IPva  penaltybox” 499 458 1212 Entry added Fri, 02 Dec 2016 06.00:20 +0000 +s00
UEP 192.168.1239 Entry added Fri, 02 Dec 2016 06:01:21 +0000 o

A v 008 IPvd*  Transportani 192.168.1.216 Entry added Fri, 02 Dec 2016 06:01:21 +0000 . o rs00
£ customer care care i L4

" v 125/1.58 IPv4* Human resource & 4 4 & Human resource -ia’r]@
# MB b

B « o108 1Pv4* Finance and L ® * Finance and i.lr]@
& procurement Procurement i}

E + o008 1Pva* CT 2 O = T and communicaticn 1,000
o i}

A + 39KB IPvd* Management ® ® ® * Management -i.fr]@
N uf

https://192.168.1.1 /firewall_aliases_edit.php?id=4

Figure 29: Limiting bandwidth for users in the penalty box
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4.7.3 Classifying Inbound Connections
Put a large file on the internal web server .Add a port forwarding rule in pfSense, classifying

traffic as HTTP by choosing Firewall/NAT from the pfSense menu, on the Port Forwarding tab,
add a new rule, for Destination port range choose HTTP, for Redirect target IP enter 192.168.1.1,
for Redirect target port choose HTTP, for Description enter Forward HTTP to internal web
server, click on the Save button.

Now click on the Edit button next to the rule to edit it again, scroll down to Filter rule association
and click on View the filter rule. Scroll down to Ackqueue/Queue, click on the Advanced button
and choose none/none. Then click on the Save button. We also want to ping the pfSense external
interface from outside, to measure the queue responsiveness. To do that, add a rule that Passes
protocol ICMP, ICMP type echo-request, destination that is WAN address and Description that
is allow pings to pfSense external. You should see a prompt to apply changes to the firewall

rules, Click on the Apply changes button.

By creating rules using CBQ scheduler creates a tree hierarchy of classes; each with an assigned
priority and bandwidth limit. Priority in CBQ only process enough packets until the bandwidth
limit is reached. This helps us in prioritizing each class or queue by choosing each queue’s
priority as well as allocating bandwidth for each class. This means inbound and outbound traffic
will be given priority to the queues /classes with highest priorities first. This means traffic in the
management queue will be given the first priority as compared to a traffic in the transport and

customer care queue.

Adding limiters to every queue as highlighted previously helps us to limit the amount of
bandwidth a group of hosts have access to. Without adding the limiter the queues created could
access bandwidth more than what is allocated to them. To prevent queues from accessing
bandwidth which they have not been allocated we use the limiters to each queue to make sure
they are limited to the bandwidth that is allocated to them. This helps in making sure that

authorized users/hosts don’t use bandwidth which they have not been allocated to use.

All the above procedures lead to one and most vital procedure which we cannot avoid or ignore
and that is creating firewall filtering rules. Firewall rules control what traffic is allowed to enter

an interface on the firewall. Rules can be created for either inbound traffic or outbound traffic.
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The rule can be configured to specify the computers or users, program, service, or port and
protocol. You can specify which type of network adapter the rule will be applied to: local area
network (LAN), wireless, remote access, such as a virtual private network (VVPN) connection, or
all types. You can also configure the rule to be applied when any profile is being used or only

when a specified profile is being used.

As soon as a network packet matches a rule, that rule is applied, and processing stops. For
example, an arriving network packet is first compared to the authenticated pass rules. If it
matches one, that rule is applied and processing stops. The packet is not compared to the block,
allow, or default profile rules. If the packet does not match an authenticated pass rule, then it is
compared to the block rules. If it matches one, the packet is blocked, and processing stops, and
so on. Inbound rules explicitly allow, or explicitly block, inbound network traffic that matches
the criteria in the rule. For example, you can configure a rule to explicitly allow traffic secured
by IPsec for Remote Desktop through the firewall, but block the same traffic if it is not secured
by IPsec. To allow a certain type of unsolicited inbound traffic, you must create an inbound rule
that describes that traffic. For example, if you want to run a Web server, then you must create a

rule that allows unsolicited inbound network traffic on TCP port 80.

Outbound rules explicitly allow, or explicitly block, network traffic originating from the
computer that matches the criteria in the rule. For example, you can configure a rule to explicitly
block outbound traffic to a computer (by IP address) through the firewall, but allow the same
traffic for other computers. Because outbound traffic is allowed by default, you typically use
outbound rules to block network traffic that you do not want.

Adding aliases, creating queues and creating filtering rules combined enable us to achieve the

objective of preventing unauthorized use of organization’s bandwidth by authorized users.

4.8 Accounting for Bandwidth Usage

Accounting for bandwidth usage means being able to ascertain that the bandwidth being used by
every department in a small organization is the one that they are allowed to. In order to make
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sure that users and departments in a small organization are using bandwidth as they should, we

make use of ntopng package in the pfsense which is a network probe that shows network usage.

In order to make use of ntopng package the package is first installed in the pfsense. After
installation using the pfsense graphical user interface: Navigate to Diagnosis tab and select the

ntopng settings. In the settings enter user name and password.

To ensure that users are using only bandwidth they are assigned using ntopng navigate to

diagnosis and click on the ntopng. Ntopng gives interfaces that will enable view the following:

I.  Sort network traffic according to many criteria including IP address, port, protocols, and

throughput.

ii.  Show network traffic and IPv4/v6 active hosts.

iii.  Produce long-term reports about various network metrics such as throughput, application
protocols

iv.  Top number of talkers/listeners, top ASs, top L7 applications.

v.  For each communication flow report network/application latency/RTT, TCP stats
(retransmissions, packets OOO, packet lost), bytes/packets

vi.  Store on disk persistent traffic statistics in RRD format.

vii.  Geo-locate hosts and display reports according to host location.
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Welcome to ntopng

Usemame

Password

If you find ntopng useful, please support us by
making a small donation. Your funding will help to
run and foster the development of this project. Thank
you.

©1998-2016 - ntop.org
ntopng is released under GPLV2

Hint: the default user and password are admin

Figure 30: Logging in to ntopng

m‘ @ - Interfaces ~ %~ &~ | Q | SearchHost
All Hosts
10~  Filter Hosts~
IP Address Location Alerts Name Seen Since ASN Breakdown Throughput Traffic
02::1 0 02:1 42 min, 49 sec 175.65 bps 4 36.63 KB
feB0:1:1 0 feB0::1:1 42 min, 49 sec [ sent ] 175.65 bps 4 33.95 KB
52222133137 B 0 52222133137 3 min, 2 sec Amazon.com, Inc. [ sent &) 0bps = 15.81 KB
192 168 1 255 0 192 168 1 255 28 min, 22 sec 0 bps = 2934 KB
192 168.1.254 Local 0 192.168.1.254 34 min, 4 sec [ sent ] 0 bps = 6.8 KB
1921681102 o Local 0 192.168.1.102 34 min, 4 sec 30777 Kbit 4+ 26.86 MB
192.168.1.1 0 pfSense.localdomain 42 min, 52 sec T 129.01 Kbit 4 12.16 MB
192.168.0.138 0 192.168.0.138 11 min, 26 sec [ Sent ] 392.81 bps W 34.15 KB
13.107.4.50 0 13.107.4.50 2 min, 50 sec Microsoft Corporation [ st 177.36 Kbit 4+ 373 MB
108.177.14.95 Remote 0 108.177.14.95 1 min, 40 sec Google Inc. [ set 201.2 bps W 125 KB

Showing 1to 10 of 10 rows

Figure 31: List of all hosts in the network
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o8 ‘ - Hosts ~ Interfaces ~ £~ & - | Q | searchHost
B ol
Active Flows
10 - Applications -
Application L4 Proto Client Server Duration Breakdown Actual Thpt Total Bytes Info
&+ ssL Google ¢y TCP 102.168.1.102:49423 | 173.194.124.70 =5 :hitps 2 min, 47 sec 0 bps 3.01MB safebrowsing-cache.googl...
HTTPWindowsUpdate ¢ TCP 102 1681 102:40436 | 22184 170 Bl hitp 2 min, 44 sec 138 51 Kbit 4 2.01MB /msdownload/update/commo. -
HTTP & TCP 192 1681 102:49182 | 222 62 96 Bl “http 6 min, 45 sec 178.85 Kbit ¥ 213MB Jpubliirefonreleases/d3
SSL windowsUpdate ¢ TCP 192 168.1.102:49414 | 157 55240 94 =4 -nttps. 2 min, 52 sec 0bps ¥ 1.35MB  www update microsoft com
SSL_No_Cert % TCP 192 168 1.102:49190 | pfSense localdomain:https 6 min, 6 sec Obps¥  60371KB
SSL_No_Certdh A TCP  1921681102:49610 | piSense localdomain:3000 <1sec 0 bps 65.44 KB
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Figure 32: Active flows
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Figure 33: Top flow talkers
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Figure 34: Protocols overview used by a single host
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Figure 37: Host details
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Figure 38: Average usage by a single host

Similaity A # M ©

Time

11729116 12:20-00

11/29/16 11:50:00

11729116 12:20:00

227 42 Kbit

105.73 MB

Value
0 bps
476.53 Kbit

0 bps

Tue Nov 29 2016 15:15:00 GMT+0300

+ Senders [Avg Traffic/sec]
1. 13.107.4.50 (224 Kbit/s)
2. pfSense.localdomain (62 Kbit/s)
3. 2.22.62.96 (42 Kbit/s)
4. Other (30 Kbit/s)
* Receivers [Avg Traffic/sec]
1. 192.168.1.102 (328 Kbit/s)
2. pfSense localdomain (22 Kbit/s)
3. 13.107.4.50 (6 Kbit/s)
4. Other (1 Kbit/s)

By use of ntopng packet the objective of accounting for bandwidth used is attained since any

abnormal traffic/unusual can be identified and traced down to single user by use of their IP

address, services they are accessing and protocols used. By tracing each user or department we

are able to know who is using what and whether they are using the services they are allowed to

access.
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CHAPTER 5
DISCUSSIONS, CONLUSION AND RECOMMENDATION.

5.0 Discussion

From the results obtained from the configuration and testing of captive portal authentication we
find that Captive Portal may be used to prevent unauthorized access to the organizations’
network or bandwidth by authenticating users by username and password entered on a portal
page before they can use the network. The captive portal has two ways to set up authentication
that is the use of local database or use of a radius server. The simplest way to set up captive
portal authentication is to use a local database but this is limited to a fewer number of users and
since this project is designed for small organizations which the number of users to be managed
may vary RADIUS authentication was preferable and also it much more flexible. FreeRADIUS
server and PfSense works perfectly since the service doesn't require much system resources. The
service can easily handle authentication for several hundred clients without impacting
performance. Captive portal authentication can suffer from man-in-the-middle attack and ARP
poisoning that may allow an attacker to intercept data frames on a LAN or even sniff the
username and password in a captive portal login page, the solution to this is to use HTTPs which
provides encrypted authentication of captive portal server, and protects against man-in-the-
middle attacks or ARP Spoofing. Captive portal is the best way to restrict the unauthorized users

from accessing the internet using your bandwidth.

After users have been authenticated to the network and they have access to the internet what they
do in the internet is a concern for the organization since most users are prone to wasting
bandwidth. This project explained the use of queues, limiters and rules in a network to manage
bandwidth provided by the ISP. To shape traffic in an organization we must identify different
classes of users in the organization where their traffic will be queued basing on their priority so
that users with high priority will get attended to first and those with lower priority will follow.
Limiters on the other hand limit users in a certain department or class to a certain amount of
bandwidth they are supposed to uses and are restricted from over using the bandwidth in the
network starving other hosts, limiters also allow us to set specific limit of bandwidth at which a
class is allocated. Rules help us to direct traffic in the network to specific queues like the

management queues and human resource queue where we set a rule stating that traffic coming
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from a certain portion of the network should be directed through a specific queue. Also the rules
help us to uphold the limits from the limiters where by a rule states that a certain portion of the
network should have a specific amount of bandwidth. By use of queues, limiters and rules proves
to be the best way to restrict unauthorized of bandwidth by the authorized users in the network.

For the organization to account for its bandwidth usage it must monitor the status of its network.
Ntopng is a package in pfsense that allows us to monitor the status of the network from the host
level to application protocols level. Ntopng will even track where connections were made by
local PCs, and how much bandwidth was used on individual connections. Thus enabling the

accounting of bandwidth easy.

5.1 Conclusion

After implementing bandwidth management using pfsense in a simulated environment of a small
organization, we have come to believe that it is possible to manage bandwidth. Pfsense firewall
allows us to allocate appropriate bandwidth different departments using Class Based Queuing as
our scheduler. On the other hand it makes it possible to give different queues (departments)
priorities as per the urgency and how important the traffic from the department is to the
organization. For instance we were able to assign highest priority to the management department
with higher number of bandwidth since the management’s network traffic is very fundamental to
a small organization. Management ensures that all the operations of the business are in line with
achieving objectives of the small organization that is by either having to connect with other small
organizations and other activities which may require video conferencing. Other departments like
transport and customer care department whose operations may not rely much on internet were
able to be allocated less bandwidth with the least bandwidth. We are able to limit each
class/queue (department) with its allocated bandwidth so that no class will exceed bandwidth
which they are allocated. By limiting we are able to reserve bandwidth for some specific services
in each department which their operations may require high speed traffic. The management
network was able to be configured so that video conferencing is reserved bandwidth so that the
management will have an easier time when having online meetings with top advisors and any
other dignitaries. We were able to enable bandwidth borrowing in interclass bases .All the above
enabled has to achieve the objective of making sure that there is no unauthorized use of

bandwidth by authorized users.
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We were able to ensure unauthorized access to a small organizations’ network (bandwidth) by
using the interesting package of sense that is captive portal. This enabled us to make sure that the
small organization’s bandwidth is used only by those users that have their accounts in the captive

portal.

The objective of accounting for small organization’s bandwidth is achieved by use of top
package which gives all the every detail of the users that’s by showing their IP addresses,
operating system and the queue they belong, services they are accessing, protocols, time taken by
the user in the internet and many more details that will enable evaluate whether the bandwidth is

being used in s proper manner.

It is therefore clear that with use of pfsense firewall in a small organization environment Internet
is more than adequate to meet the needs of a small organization, although without bandwidth
management it would be completely overloaded. Bandwidth management will save us money on
bandwidth while allowing small organizations to provide better and more appropriate network

access.

5.2 Recommendation

We would recommend small organizations to adopt the use of pfsense firewall for bandwidth
management by using the methods and techniques used in this project. Using pfsense will enable
them to save funds used on bandwidth which is wasted when this firewall is not used. Pfsense is
an open source firewall and this also will help them to save the funds that could have been used
to purchase commercial firewalls. Pfsense is user friendly meaning it’s easy to use by system

administrators.

Every s small organization is trying to maximize profits while minimizing the cost of their
business operation and hence adopting pfsense firewall in bandwidth management will play a

very big role in making this achieved.
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