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ABSTRACT
The emergence of Short Messaging services (SMS) has extensivelyrtraatstbe nature of

communication and information sharing. Billions of text messages are sent dailyvarttiein

plain text format and hence user privacy and security is not assured. With the increasing number
of software crackers available for freethe internet, SMS continues to suffer from security
vulnerabilities and loopholes. Information security has long been thought to be inclusive of only
personal computers and networks. However, with the technological trend shifting from
computers to mobileaVices, malicious attackers are now targeting mobile devices and their

users.

The aim of this project is to develop a securesagmg platform for androiphones to reduce

these vulnerabilities and loopholes. To implement the Advanced Encryption StéhB&)dand
applied symmetric encryption concepts. The experimental results revealed that the system was
able to encrypt, decrypt, send and receive text messages without adding changing the size of the
packets.

The decision to use AES was based on thesttAES as the currently accepted standard for
data encryption, and its nearly ubiquitous use in encrygtifering software (and hardware). It

is a thoroughly analyzed and accepted algorithm, offering powerful encryption withl&eynal

size. More soandroid phonesomes with advanced encryption standard classes that can be
applied during the development of mobile applications therefore AES is easier to implement in
Java platforms as compared to DES which is much sldepending on the size of the key

Key words: SMS, encrypt, decrypt, GSM, mobile applications, AES
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MESSAGE ENCRYPTION APRICATION FOR ANDROID

LIST OF TERMS AND ABBREVIATIONS
GSM- (Global System for Mobile Communicationsj is an open, digital cellal technology

used for transmitting mobile voice and data services.

Plaintext: This is the original intelligible message or data that is fed into the algorithm as input.
Cipher text: This is the scrambled message produced as output. It depends onritex{pdand

the secret key. For a given message, two different keys will produce two different cipher texts.
The cipher text is an apparently random stream of data and, as it stands, is unintelligible.
Encryption - the process of turning plaintext into ciphext (encoding).

Decryption - the process of turning cipher text into plaintext (decoding).

Encryption algorithm: The encryption algorithm performs various substitutions and
transformations on the plaintext.

Decryption algorithm: This is essentiallyne encryption algorithm run in reverse. It takes the
cipher text and the secret key and produces the original plaintext.

Symmetric encryption -transforms plaintext into cipher text using a secret key and an
encryption algorithm. Using the same key and @yj#ion algorithm, the plaintext is recovered
from the cipher text.

Secret key: The secret key is also input to tecryption algorithm. The key &svalue

independent of the plaintext and oéthlgorithm. The algorithm will produce a different output
depending on thgpecific key being used at thime. The exact substitutions and transforioas
performed by the algorithm depend on the key.

AES- Advanced Encryption Standard

RIM-Record information management system

SMS-Short Messaging Services
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CHAPTER ONE.

1.0 INTRODUCTION.
Message Encryption is getting more popular reedays. SMS was first used in December

1992, when NeiPap worth a 22yearold test engineer used a personal computer to send the text
message “ Merry Chr eGSMmatsotk tothe phorte bf&ichdrd dhevik in n

t he UK. Presently many business organizations
security has become a major concern for business organizations and customers. There is a need

for an end to end SMS Erryption in order to provide a secure medium for communication.

Security is main concern for any business company such as banks who will provide these mobile
banking services. Till now there is no such scheme that provides complete SMSs security. The
transnission of an SMS in GSM network is not secure at all. Therefore it is desirable to secure

SMS for business purposes by additional encryption. SMS Message Service (SMS) is a textual
form of communication which i s oefSopismustitose | en

secure SMS' s.

1.1BACKGROUND INFORMATION.
Short message service (SMS) is most important communication medium in many daily life

applications, including healthcare monitoring, mobile banking, mobile commerce, and so on.
Whenan SMS is ent from one mobile phor®1S) to another MS (Mobile subscriber), the
information contained in the SMS to be transmitted is in the form of a plain text. Sometimes this
information may be confidential like account numbers, passwords, license numberspand so
and it is a major drawback to send such information through SMS while the traditional SMS
service does not provide encryption to the information before its transmission, However telecom
service providers are ensuring at server end some security gata@gdJsing A3A8 and Kc

algorithms, but not providing during the messttgasmission

Many times when data is exchanged electronically the privacy of the data is a requirement. The
use of encryption restricts unintended recipients from viewing thewlaitzt) are deemed
confidential and potentially dangerous if made known to irresponsible p&ites. there is no
security for the messages, it indirectly leads to a lot of probkgmese important and

confidential information such as passwords is betggasedby unauthorized individual. Apart

Project: BSC. Computer Securityd¥orensics. Page 1of 47
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from all that, there are also some other caseshi&enobile phone owner accidently send

messages to the wrong number and it getise when the mobile get stolen.

Encryption is the procedure of transforming ptakt, data that can be read by anyone, to cipher

text, data that can only be read by someone with a secret decryption key. A message before being
changed in any way is called plaintext. Plaintext messages are converted to cipher text via some

encryption nethod. A particular such method is called a cryptosystem.

1.2 PROBLEM STATEMENT.
Confidential information or instructions can only be safely passed on to the required parties by

email or verbally in person. This delays time and efficiency of crucial éssioperations.

Currently messages in phone can easily be read if the phone is stolen, or users might simply end
and receive private information. At present, banking, commerce and passwords can only be
communicated with internet connection or as in pexs&shally or in written. SMS helps to

overcome this intermediate subjects and deliver instructipngssages instantaneously.

Although there is no security for message transit over hand phone offered by various mobile
operators. SMS usage is threateneith wecurity concerns, such as SMS disclosure;imime-

middle attack, replay attack and Impersonation attack. In order to protect confidential
information, it is strongly required to provide end to end secure communication between end

users.

The purposef this project igo develop an android message encryption application that will

encrypt and decrypt the messages which are sent through mobile devices using GSM connection.

1.3 OBJECTIVES.

1.3.1General objective:
The main objective of the project isdevelop an android application that will be used to encrypt

SMS during the transmission by ensuring end to end secure communication. This will help to
ensure the confidentiality, integrity and availability of sensitive information contained in the text

mesage.

1.3.2 Specific objectives:
1. To developa secure SMS application.

2. To Protectagainsimisuse of message information.

Project: BSC. Computer Securityd¥orensics. Page 20of 47
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3. To ensure igh confidentiality and improved security.

1.4 JUSTIFICATION.
With the current number of mobile users increasingjtae corresponding increase in numbers

of messages sent daily, the proposed application will come in handy for both the users and the
researchers .To begin with, the proposed mobile app will provide a secure messaging channel
that will enhance the priva®f the users because only the users with the right keys will be able

to access the messages. Secondly, the messages remains encrypted during the transit. When it
goes to the wrong recipient, the recipients will not be able to read or decrypt and henicg ens

confidentiality and integrity of the SMS.

1.5 SCOPE

The application is built on Android platform. Therefore, it can be used on any device which runs
on Android operating system. This application can be used in industries for secured data transfer.
Apart from commercial and business use, this application can be used-fmmorercial and

personal use. The purpose of this application is to send secured data between two devices.

1.6 ASSUMPTIONS
0 The proposed system wil Ind utnh e nr ebcoitphi e rhte' ss

users will have secret keys which is unique and only known to the phone numbers.

Project: BSC. Computer Securityd¥orensics. Page 3of 47
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CHAPTER TWO.

2.0 LITERATURE REVIEW.
Lisonek et gl(2008)in Burnabyproposed an algorithm to send message through GSM using an

asynmetric Rivest, Shamir and Adleman (RSA) cipher. This application prevents taping and
substituting techniques to secure SMS. It is achieved by storing the public key in a certificate
which can be signed by the certification authority.

The study only focugkon securing the keys rather than the content of the SMS which is our

main concern.

Rupa et 31(2009)in Indiaproposed &ost effective scheme whiclses a concept called
CheatingText. The original message is embedded in a meaningful text cheatingdee, index
table called (RedVlessage Index File) RIF file is hashed and sent to the receiver along with the
cheding text in which the originahessage is embedded. Authentication is achieved by verifying
the hash value of the plain text.

The studylacks a mechanism for ensuring SMS availability and integrity and these are the core

components in our project.

Agoyi et al (2010 in Cyprusevaluated encryption and decryptidme for three algorithms

RSA, Elliptic-curve and EIGamal to which plain teftdifferent sizes is provided ke on

results one is chosen flurther encryption. Their performance avation in securing SMS

shows thakey generation, encryption and decryption time increases with an increase in the key
size: Large key size algbhms are not suitable for SM&icryption due to small memory and

low computational power of mobile phones.

The study focused on evaluating how the keys should be generated and not a secure means of

sharing the keys.

Ding (2012 in USAdid improvemerg onRSA algorithm because the SMAl filter out the
characters which are out of prescribed I imit

Project: BSC. Computer Securityd¥orensics. Page 4 of 47
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Thus,they also used FPGA based on high speed processing tools to implement the RSA

algorithms and applig in mobile phone short message encryption system.

The study focused on the use of RSA Algorithm that filters certain characters in SMS while our

study focuses on AES algorithm for encrypting the SMS without limiting the characters.

Madhwani(2012)in Indiap er f or med a wor k, “Cryptography on
UsingLookupTabe and Dynami c alfoeithmplodsedon thiscryptograpdy

is based on static Look Up table and Dynamic Key. Symmetric encryption and deciypisad

in this algorithm. The proposed algorithm is more secure and stmptelement. This

applicationmakes use of built in android Intents and SMS Manager to send and receive

messages

This study is concerned with encryption of SMS but it does not focus ontgetturing SMS

transmission which our encryption application is aiming to achieve.

2.1 EXISTING SOFTWARE
Wits SMS Encryption is professional text messages encryption software for Windows Mobile

phones. It can encrypt and hide the SMS messages (inclexistqng SMS messages and future
incoming/outgoing SMS messages) on the windows mobile devices. The hidden SMS messages
are encrypted and will be stored separately. You can only decrypt and show your messages with
a correct password. That means, othersigawview any of your secret or important SMS

messages on your mobile phone without your approval, even if you lost yourgrtiend your

mobile phone to your friend or relative. Your privacy will be safe

What Sapp for instance has currently introducdxktend teend encryption omessaged/Vhat
Sappchanged the end to end encryption gamgpgril 2016, when it added end to end

encryption for all its usergn everyplatform?What Sapps used by 1 billion people on android,
iPhone blackberrywindows plone anchoniphones and it has a wdlased version so you can
use the service on windows, mac amaux. There is a good chance that your friends already use
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it, and now it protects communications on jalsbutevery platform available, including text,

group chat, photoand videg file and voice message.

Other encryption applications aséent phone founded by Phil Zimmermann, inventor of the
widely known but hard to use email encryption tool pretty Good Privacy, Silent Circle also
makes the Black phona,security and a privacy focused Android phone that comes with its suite

of encrypted apps preinstalled.

Wicker is also another messaging only service that lets you set messagesliéssatft after
they have been read. It works a bit like snap chxagm that it includes end to end encrypted
communication with other people who have installed and are using the app on an Asdroid,

windows mac or Linux device.

Project: BSC. Computer Securityd¥orensics. Page 6 of 47
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2.2 CONCEPTUAL FRAMEWORK

SENDER RECEIVER
f
i
Message Plaintext Message Plaintext
N

AES block cipher
Encryption function

PREYBRR
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a0
—+
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Send encrypted > GSM :: > Received encrypted
Message Message

Figure 1: Conceptual Framework
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CHAPTER THREE

3.0 METHODOLOGY

3.1 Introduction

The project methodology that we will use in the development of the android application is the
System Development Life Cycle (SDLC). The SDLC is the process of understanding how
information systeman be valid to the user needs, then designing the system, building it and
delivering it to the potential users. This methodology is composed of some phases. The

structured design methodology will be waterfall development.

3.2 Development methodology
The Wderfall Model was first Process Model to be introduced. It is also referred ttireesa

sequential life cycle model. It is very simple to understand and ude.a waterfall model, each

phase must be completed fully before the next phase can begntypaiof model is basically

used for the project which is small and there are no uncertain requirements. At the end of each
phase, a review takes place to determine if the project is on the right path and whether or not to
continue or discard the projedh this model the testing starts only after the development is

complete

In the course of developing the system we chose to use the Waterfall Development Model as

illustrated in the figure below.

Planning —\L
Analysis —\L
Design ﬂ/

Implementation

Deployment \|,

Testing

Figure2: Waterfall Model Page 8 of 47
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3.3 Planning
In planning phase which was firstep was to identify needs for the android message encryption

application. This waghe first phase of the system and it entailed determining the necessary
information that was required for the system to be fully operational as well as function in the
expeted manner. The requirements that we captured was subjected to thorough scrutiny to

determine the level of essence of it as well as eliminate the unwanted requirements.

3.4 Analysis
In this phase, we analyzed and considered the current applications/astigated any problems

associated with it. Other sources of information about the application and the new requirements
were also investigated at this time. The important information from the planning phase was highly
used in this phase, and the validoimhation gathered from the users was analyzed for the design

stage.

3.5 Design
After the requirements having already been captured and analyzed, the design of the information

flow was done here. It is ithis phase that the technical design, use daggams andnteraction

diagramswere drawn to show flow of information

3.6 Coding and Implementation
After the design of the interfaces as well as the indication of thematayn flow through the use

casediagrans and the interaction diagrantise next stp was to develop code that performed the
hidden functionality of the application to realize the already set objectives. The code was
developed highly depending on the information flow. The requirements documentation were
referred throughout the rest ofetlapplication development process to ensure the developing
project aligns with the needs and requirements or scope. A proper execution of the previous stages
ensured an easier realization of this phase in the course of our development. Upon completion of
the coding, the various components of the application were then integrated into one system in order

to function collectively as a single component.

3.7 Testing
Last phase is application testing done when development is complete and the application is ready

for deployment. The testing phase come next to determine if the earlier intended objective have

Project: BSC. Computer Securityd¥orensics. Page 9of 47
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been realized by then. Testing was done based on whether completeness will have been realized
or functional testing that determined whether the software iggdehat it is expected correctly

and in the right way. User testing was then carried out to ascertain that the users will be contented
with what will have been achieved then.

3.8 Deployment
Once the application has undergone testing and passed allittegioas and verifications, then

the application would be termed to be acceptable and therefore it will be handed over to the users

for maintenance and operation as well.

3.9 Reason for using Waterfall Model
a) Simple and easy to understand and use.

b) Easy tomanage due to the rigidity of the modetach phase has specific
deliverables and a review process.

c) Phases are processed and completed one at a time.

d) Works well for smaller projects where requirements are very well understood.

e) Clearly defined stages

f) Well understood milestones.

g) Easy to arrange tasks.

h) Process and results are well documented.
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CHAPTER FOUR

4.0 SOFTWARE DEVELOPMENT

4.1. ANALYSIS AND REQUIREMENTS

4.1.1. Feasibility Study:

Feasibility Study is conducted to see if the pr@abapplication is a feasible one with all respects
There are three main aspects in the feasibility study. The feasibility of a project can be ascertained
in terms of technical factors, economic factors, or both. A feasibility study is documented with a
report showing all the ramifications of the project. In project finance, théinaecing work is to

make sure there is no "dry rot" in the project and to identify project risks ensuring they can be

mitigated and managed in addition to ascertaining "detbicgg capability.

4.1.2 Economic Feasibility:
In economic feasibility cost/benefit analysis is done. Here we determine the benefits and time

savings that are expected from the system and compare them with cost. The pappbsation
is economically fasible. We developed java package having classes and methods for AES
encryption and decryption so it will be very easy and less cositydlement.lt is economically

feasible.

4.1.3 Operational Feasibility:
An operationally feasible applicatiols one hat will be used effectively after it has been

developed. If users have difficulty with a new system, it will not produce the exbbenefits.

The proposed applicatios found to be operationally feasible because of the fatigweasons. It

is very sinple touse. There is no difficulty in using the front end which has been developed. Even
the users who don’t have any knowledge in and
provides them convenience and case. The system is designed, in saghtatwnot only the

person currently handling this work can operate the system but a person who is new terhe sys

with case. Hence this applicatifound to be operationally feasible.

4.14 Technical Feasibility
Technical feasibility centers on tlegisting system and to the extent it can support the proposed

application. This encryption package and application is built in java language so they are platform
independent. This encryption can done on computer also using this package. Hence this system i
found to be technical feasible.
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4.15 Market Feasibility
Due to the increased need for information security this message encryption application is crucial.

It uses less computing resources efficiently and do not compromise with security. So it &lyot co
and provides better security.

4.1.6 APPLICATION REQUIREMENTS AND SPECIFICATION.

4.1.6.Hardware Requirements
a) Internet connection with a minimum speed of 100kbpS

b) Computer with a minimum of following requirements: Procedstal(R)
Pentium P) DualCPU, 32bit operating system

c) Android hand set.
4.1.6.2Software Requirements

a) Android SDK
A software development kit that enables developers to create applications for the Android
platform. The Android SDK includes sample projects with source codelaggenent tools, an
emulator, and required libraries to build Android applications. Applications are written using the
Java programming language and run on Dalvik a custom virtual machine designed for embedded

use which runs on top of a Linux kernel. leebh | es appl i cation’s compat.i

platform by means of API.

b) Eclipse
Eclipse is a software development environment comprising an integrated development
environment (IDE) and an extensible plingsystem. It is written mostly in Java and ¢enused
to develop applications in Java and, by means of variousipdug@ther programming languages.
The IDE is often called Eclipse ADT (Android Development Toolkit) Eclipse JDT for Java.

c) Android Development Tools (ADT)
It is a plugin for the EclipsdDE that is designed to give you an integrated environment in which
to build Android applications.

4.1.7 FUNCTIONALREQUIREMENTS
Plain text- This is a sequence of characters (either letters from the alphabet, numbers or bytes of

data) that is in a form athich no effort has been made to render the information unreadable and
thus, that can be easily read from and understood.
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Encryption key/ Decryption key- a piece of information (or parameter) that will control the
execution of a cryptography algorithiEncryption keywill be used e for encryption (obtaining
the cipher text out of the plaintext) and decryption key will be for decrypting (obtaining the
plaintext out of the cipher text).
Cipher text- This is a sequence of characters (either letters fronmighalzet, numbers or bytes
of data) that is encrypted using an encryption algorithm.
Analysis of AES algorithm
Now there are so many encryption techniques available to convert a plain text message to
Encrypted message. But the most popular technique iseAEiyption technique that we have
used here.
In this technique there are different length of encryption key might be used as per need.
But here we implemented this android application by using 128 bits. As 128 bits encryption key
is used in this projecbswe need 16 digits to enter to encrypt the message (Per digit 8 bits). In
this algorithm different transformations are being performed. There are total 4 transformations to
be performed in total 10 rounds for each.

l. Substitute bytes Transformation: UsesSaoox to perform a bytby-byte

substitution of the block

Il. ShiftRows Transformation: A simple permutation

[I. MixColumns Transformation: A substitution that makes use of arithmetic over

IV.  AddRoundKey Transformation: A simple bitwise XOR of the current block aith

portion of the expanded key

The structure is quite simple. For both encryption and decryption, the cipher begins with an
AddRoundKey stage, followed by nine rounds that each includes all four stages, followed by a
Tenth round of three stages depictsdtracture of a full encryption round.
Only the AddRoundKey stage makes use of the key. For this reason, the cipher begins and ends
with an AddRoundKey stage. Any other stage, applied at the beginning or end, is reversible

without knowledge of the key arsdh would add no security.

4.1. 7NON-FUNCTIONAL REQUIREMENT

4.1.7.1 Confidentiality requirement
Confidentiality means that the contents of a message sent over a certain channel cannot be read

by other people. In general, this property can be broken dawmwo dimensions: (i) one must
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not be able to read the contents of the message and (ii) one must not béiadne ttoe contents

of a message without reading it.

4.1.7.2 Integrity requirement

While confidentiality ensures that the contents of a messageot exposed to others than the
receiver, integrity ensures that the message as received by the customer has not changed during

the transportation process.

4.1.7.3 Authentication requirement
When confidentiality and integrity are ensured, it is sbigible that one sends a message

pretending to be someone else. Therefore, a mechanism to verify the identity of the sender is of

importance and this is achieved through encrypting text messages during transmission.
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4.2 DESIGN.

4.2.1 TECHNICAL OF THE DESIGN
We have this GUI for sender part and receiver part of encryption and decrypd@MS Here

in sender partve have to insert recipient phone number oipient numbefield. We have to

insert a 16 bit secret key in Encryption Ka}d. This secret key should be previously known to
the recipient.

Encrypted

Message Message

Decrypted

Encrypt :1> Encrypted Decrypt :1> Message

Secret Key Secret key

Figure 3: Technical design model

In receiver part there is a decryption key field, recemmctypted message and decrypted

message field. After insertirthe same secret key original message can be seen.
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4.2.2 Use case diagram

Android
Module Mobile operator
server
Decryption key Encryption key
hange
ncryption ke
\ .
Receive SMS
S-SMS messaging
App user
Figure 4: User Use case model RIM storage

The java application is started to load the secure messaging menu. Messagegased and
secret keys added to convert the plain text to cipher text then messages are sent via the subscribe

network
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4.2.3 Level 1: Interaction diagram.

Users | ompode  Messagp  [mbox]  [Changb [ D]  fouibox]

| |
ICompose messé’g'e

|

| |

|

|

|

|

:

| |
| | |
. ' N . |
: Encryp;t message : :
| |

|

|

|

|

|

|

[}

X ﬁxdd encryption ':

Handle draft messpges

Save draft messdge
I

Save outbpx messade

\ 4
___________-__________________________________

\ 4

Figure 5: Interaction diagram
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4.3 IMPLEMENTATION

4.3.1GRAPHICAL USER INTERFACE & CODING IMPLEMENTATION
| n o ur SmsrEncryptionusing AES algorithm in android platform’ we have designed

the interface of the sender as well as receiver. The GUI figure is given below:

C 5556:phone2 - 0 IS
U a7 “onTon o
s-sMs Secsms mm e

A" WA
£ o )
\ - "
Wastwarn Laybased
Use yar shysice heytraard tn provide inpus

16-Character Secret Key:

Message:

hi, how are you doing?

Cancel

—

Figure6: Graphical user interface
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In the eclipse software we hastarted a new Android project naiiacDecSMS.

In theres/layout we createdain.xml file for creating sender layout.

» 22 sre
s Gﬁ gen [Generated Java Files]
. =iy Android 4.4
. =, Android Private Libraries
EI@ assets
. & bin
» = crowdfunding presentation
» = e-re-pr
. 'ﬂ@ libs
» [ project
4 5 res
: = drawable-hdpi
[= drawable-ldpi
» [= drawable-mdpi
¢ = drawable-xhdpi
» = drawable-xxhdpi
4 [= layout

7| onreceivexml

= menu
+ = values
» [= values-swB00dp

¢ = values-swi20dp-land
¢ = values-v11
¢ = values-v14

Figure7: EncDecSMS Codes

Project: BSC. Computer Securityd¥orensics. Page 190f 47



MESSAGE ENCRYPTION APRICATION FOR ANDROID

This GUI is responsible for receiver side. This GUI is designed under the same folder
Res/layout/onreceive.xml. In this layot we are getting decrypted message by entering the

secret key of @ bits after pressing the Decrypitton.

] 5554:phone’ =

ENTER DECRYPTION KEY:

RECEIVED ENCRYF’TED SMS
F' ?51007D0705FEBCFAB

DECRYPTED MESSAGE:

hi, how are you doing?

DECRYPT

© [

Figure 8: Decrypted SMS
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To access the data from the main.xml we created java class Eat#&ckivity.java where we
are accessing the value of receiver no, secretrkegsage contennessage send button, and
cancel button value

public class EncDecSMSActivity extends Activity ({
/** Called when the activity is first created. */
EditText recNum;

EditText secretKey:;

EditText msgContent;

Button send;

Button cancel;

@Override

public void onCreate (Bundle savedInstanceState) [
super.onCreate (savedInstanceState);

setContentView (R.layout.main) ;

Figure 9: Encrypt Activity

There are another two java classes has been implemented named DisplayActivity.java and
Broadcast.java. To broadcast the message through wireless network Broadcast.java file is
responsible Wwere some functions is implemented.

For Android application a special permission is needed to send a message one to other. The
function which is responsible for permission is given below:

Bundle bundle = intent.getExtras ();
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All other necessary functionghich are needed to broadcast as well as receive sender number,

message content are given below:

sms[1] = SmsMessage.createFromPdu( (byte[]) object[i]):

// get the received SMS content

msgContent = sms[1].getDisplayMessageBody () ;

//get the sender phone number

originNum = sms[i].getDisplayOriginatingAddress();

FigurelO: Receiver and sender field content

DisplayActivity.java is responsible to get back the data from broadcast message. So there are
also some functions which are used to catch the data aotresponding fields in the receiver

end.

originNum = extras.getString("originNum") ;

// get the encrypted message body from extra

msgContent = extras.getString("msgContent”);

// set the text fields in the UI

senderNum.setText (originNum) ;

acncrrimtadisar satTavt (maa™antant ) s
Figurell: Display activity
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The layout values will come through these 2 methods from the sender end as well as receiver end
respectively. In the Eclipse with SDK softwdRgava file is generated automatically to create
some integer dinresions of the field. This file is made under tee folder

a [ src
. 1 android.encdecsms
4 G& gen [Generated Java Files]
4 1 android.encdecsms
. [J] BuildConfig,java

- |[J] Rijava
- B, Android 4.4

Figurel2: R. java file
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4.4 TESTING AND VALIDATION

Testing is a process by which application software developed for hand held mobile devices is
tested for its functionality, usability and consistgnMobile application testing can be

automated or manual type of testing. Mobile applications either comagtadled or can be
installed from mobile software distribution platforms. Mobile devices have witnessed a
phenomenal growth in the past few ygar

Thefollowing types of testing are performed on applications.

Usability testing- To make sure that the mobile app is easy to use and provides a satisfactory
user experience to the customers. Usability testing is carried out to verify if the appigation
achieving its goals and getting a favorable response from users. This is important as the usability
of an application is its key to commercial success. According to the user view this is more
reliable and easy to understand that encrypted messagedssbat.

Compatibility testing- Testing of the application in different mobiles devices, browsers, screen
sizes and OS versions according to the requirements. It is supporting in different company

android mobiles

Interface testing- Testing of menu opins, buttons, bookmarks, history, settings, and

navigation flow of the application. Buttons, text fields are successfully working.
Services testing-Testing the services of the application is offline.

Low level resource testing- Testing of memory usagkess time, less data are required for this
application. Total size of the software is to be less after installing in android device, so less
memory will be occupied.

Performance testing-Testing the performance of the application by changing the connectio

from 2G, 3G to WIFI, sharing the documents, battery consumption, etc.

Operational testing-Testing of backups and recovery plan if battery goes down, or data loss

while upgrading the application from store.

Installation tests-Validation of the applicadn by installing /uninstalling it on the different

versions of devices and different versions of operating system

Security Testing-Testing an application to validate if the information system protects data or
not. Here as sending the encrypted messagassmaintaining high security.

x  GUI (Graphical User Interface) is very attractive to user and easy to implement.
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x Emulators — The use of these is extremely useful in the initial stages of development, as

they allow quick and efficient checking of thepafEemulator is a system that runs

software from one environment to another environment without changing the software

itself. It duplicates the features and work on real system.
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CHAPTER FIVE

5.0 DISCUSSION

5.1 Introduction

This chapter focuses on the conclusion drawn from the system and the discussion of the results.
5.2 Achievement of Objectives

This project achieved its main objective that was set to develop a secure messaging tool that
enhances security and data integritysS. The application developed was able to apply the
advanced encryption concepts to encrypt and decrypt the text messages.

5.3 Discussion of Results in Relation to Specific objectives

The project objectives were very specific as demonstrated on thesptoThe project achieved

its main objective of developing a secure messaging tool/application that would ensure encrypted
and secure sending of short messages. The secure messaging application can send, receive,
encrypt, decrypt and change messagesakeyer objective.

5.4 Challenges

The project ensured the development of a secure messaging application that targeted Android
phones. However, with the rising number of smart phones, users with high end phones may find
this application incompatible with ¢ir mobile devices.

The application adopted symmetric encryption concepts where the same key is used to decrypt
and encrypt messages. Therefore, Key distribution remains a challenge as the sender and the
receiver must know the keys prior to exchangingnessages. °

Although the application gives room for the changing of the Keys, in an event that an attacker
identifies the secret keys, he/she can change the keys without the knowledge of the users hence a
limitation to the system. Therefore, future reskaand development needs to be carried to

ensure thaasymmetrioversion of the application are developed.
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CHAPTER SIX

6.0 CONCLUSION

The outcome of the system evaluation showed that the sgstidchsend and receisecurely
encrypted messages. filetimental results showed that the system has the capacity to decrypt and
encrypt messages without adding the size of the packet. Unlike the normal SMS that are sent in
plain text via GSM network, messagjsent via secure messagipplication remained

enaypted during the transit.
Future works can be focused on improving the application to accommodate asymmetric

encryption systems and improve compatibility to other versions of mobile devices and operating

systems.
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Appendix I: Cost Estimation

Resouﬂpes Quantity Cost

Computer 2 @49000 98,000
Android phone 2 @10000 20,000
Internet 7,400
Android SDK 1 Free
Android ADT 1 Free
Eclipse 1 Free
Totals 125,400

Tablel: Cost Estimation

Appendix I1: Project Schedule

Sart | | Finizh

Man 10/17/16 Sat 12/3/16

Task Name Duation | St Fnch 166 |0dB6 [0d306  Nw6 16 |Nw13'16 |Nwd)'l6 NowdT'16 [Derd 16 |Decdl

MIWF[SITTsImiwlels|Tlr]sm{wlels{T{T]s[M{WlF][s[T|T]5][M|W

L | project proposal 2days  Mon10/17/16 Tue 10/18/16 Eimhﬂaﬂd mwende

D projectplanning  4days  Wed10/19/16 Sat10/22/15 johm and mwende

S etwdyss Sty Mol Filo/sfis T i and muende :

¢ poetdesn  Bawys Mol Wed 165 I iohnand muende

5| projectimplementation 6days  Thull/17/16 Thu11/24/16 E o and muende

6 projectintergrationand 3days  Frill/25/16  Tue11/29/16 Johnam;imwende
testing :

T projectdeployment  2days  Wed11/30/16 Thu12/1/1 johnand mwende

B projectmeintanance  3days  Wed11/30/16 Fi12/2/16 - j;:»hn and mwende

9 dlosing ldey?  Satl2fyfi6  Sat12f3i6 ﬂ

Table2: Project Schedule
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Appendix I11: User Manual
Messaging Menus

Sender end

Step 1: Go to Mobile Applications on your Phone and choosVSs.
A a2:32 ﬂ m m
APPS WIDGETS @@ @ Q)

y \ ’/
ey

API Demos Browser Calculator Calendar

A #

Camera Clock Custom Dev Settings
Locale

v m

Dev Tools Downloads

Gestures Messaging
Builder

& @ B &

S-sms Search Settings Speech
Recorder

o OO =

Figurel3: Messaging sender end
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Step 2: Double click the SSMS, the following messaging platform will appear.

=
$-SMs Secsms

ecipient:

6-Character Secret Key:

Cancel

!

Figurel4: Messaging platform
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Step 3: To composa messagenger ther e ¢ i pphomentmbes then type in your text
message to beent,Add the secret KEY for encrypting the messages before sefiimgey
should be 16 characters lon@nce you clickSend button your message will be encrypted and

then it will be sent.

. 5556:phone2 - o IESE
= Y . 3:17 Iﬂ m o
s-sMs Secsms m@s e

Recipientt 4

4 s A
G0

0704120597
16-Character Secret Key:

Message:

Cancel

—

Figurel5: Field for composing SMS
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Receiver end

Step 1: When the receiver receives the message, he/she should enter the decryption key and then
press thalecrypt button.
0 5554:phonel - O

=

s-sMs S-sms

SENDER:
15555215556
ENTER DECRYPTION KEY:

RECEIVED ENCRYPTED SMS

EBEB7CTO3E6TS5DB3IDA397038B4CT 78

DECRYPTED MESSAGE:

DECRYPT

A

Figurel6: Receiver decryption interface
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Step 2: The message will be converted from the cipher text to plain text.
] 5554:phone1 - O

=

s-SMs S-sms

SENDER:
15555215556
ENTER DECRYPTION KEY:

RECEIVED ENCRYPTED SMS

EBB7C703EBTSDB3DA397038B4CT17823C

DECRYPTED MESSAGE:

hello

DECRYPT Cancel

Figurel7: Decrypted text
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Appendix 1V: SOURCE CODES
Encryption decryption source codes

public class EncDecMSActivityextends Activity {
public void onCreate(Bundle savedinstanceState) {
super.onCreat $avedInstanceState);

SetContentViewR.layoutmain);

recNum = (EditText) findViewByld(R.istecNum);
SecretKey= (EditText)findViewByld (R.id secretKey);
MsgContent (EditText)findViewByld (R.id. msgContent);
Send= (Button)findViewByld (R.id.Send);

cancel = (Button) findViewByld(R.idancel);
cancel.setOnClickListenengw View.OnClickListener ) {
Public void on Click View v) {

Finish();

}

D;

send.setOnClickListeneréw View.OnClickListener() {

public void onClick(View v) {

String recNumsString = recNum.getText().toString();

String secretKeyString = secretKey.getText().toString();
String msgContentString = msgContent.getText().toString();
if (recNumString.length() > 0 && secretKeyString.length() > 0
&& msgContentString.length() > 0

&& secretKeyString.length() == 16) {

byte[] encryptedMsg =encryptSMS(secretKeyString,
msgContentString);

String msgString byte2hex(encryptedMsg);
sendSMS(recNunstring, msgString);

finish();
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byte[] encryptedMsg =encryptSMS(secretKeyString,

msgContentString);

String msgString Hyte2hex(encryptedMsg);

sendSMS(recNumString, msgString);

finish();

} else

ToastmakeText(

getBaseContext(),

"Please enter phone numbsecret key and the message. Secret key must be 16 characters!”,
ToastLENGTH_SHORT).show();

}

D;

}

public static void sendSMS(String recNumString, String encryptedMsg) {
try {

SmsManager smsManager = SmsManaggtefault();

ArrayList<String> parts = smsdhager.dividleMessage(encryptedMsg);
smsManager.sendMultipartTextMessage(recNumStrint}, parts,

null, null);

} catch (Exception e) {

e.printStackTrace();

}

}
public static String byte2hexfyte[] b) {

String hs =",

String stmp =",

for (int n = 0; n <b.length; n++) {

stmp = IntegetoHexString(b[n] & OxFF);
if (stmp.length() == 1)

hs += ("0" + stmp);

else
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hs += stmp;

}

return hs.toUpperCase();
}

public static byte[] encryptSMS(String secretKeyString,
String msgContentString) {

try {

byte[] returnArray;

Key key =generateKey(secretKeyString);

Cipher ¢ = Ciphegetinstance("AES");
c.init(CipherENCRYPT_MODE, key);

returnArray = c.doFinal(msgContentString.getBytes());
return returnArray;

} catch (Exception e) {

e.printStackTrace();

byte[] returnArray =null;

return returnArray;

}
Key key =generateKey(secretKeyString);

}
private static Key generateKey(String secretKeyStririlgyows Exception {

Key key =new SecretKeySpec(secretKeyString.getBytes(), "AES");
return key;

1
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